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In the documentation, Stormshield Endpoint Security is referred to in its short form: SES.
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How to apply a security policy to your Active
Directory

This document applies to versions 7.2 and higher of Stormshield Endpoint Security.

O Warning
You must specify to use Active Directory during SES installation, otherwise this procedure
is not possible.

All images in this document are for representational purposes only, actual products may differ.

How to import Active Directory groups into the Environment Manager

1. Fromthe SES Management Console, in the second pane of the Environment Manager, click on

= o toggle to see the computers.

2. Click on "™ to search the Active Directory.

3. Enterthe first letters of the group/Organizational Units(s) you want, followed by an asterisk, in
the search field, and click on Enter.

4. Selectthe group/0U(s) that you wish to link to security policies. Click on OK.
() Stormshield Endpoint Security Management Console -

NI Active Directory Groups

Search in:

|AII Active Directory v | | Browse

storm™

Search Result (Max 50 results):

sshield1.test/FRANCE/Metz/STORM_GROUP_METZ
sshield1.test/FRANCE/Paris/STORM_GROUP_PARIS
sshield1.test/FRANCE/Lyon/STORM_GROUP_LYOM_A
sshield.test/FRANCE/Lyon/STORM_GROUP_LYOM_B
[ sshield.test/FRANCE/STORM_GROUP_FRANCE_B

[] sshield.test/Steckage pelitique/storm europe

[] sshield1.test/Steckage pelitique/storm monde

[ sshield?.test/Hardware/Desktop/storm1 -

Stormshield Endpeint Security Groups :

sshield1.test/550/Test-550
sshield1.test/FRANCE/Lyon/STORM_GROUP_LYON_A
sshield1.test/FRANCE/Lyon/STORM_GROUP_LYON_B
sshield1.test/FRANCE/Paris/STORM_GROUP_PARIS
sshield1.test/FRAMNCE/Metz/STORM_GROUP_METZ

oK | | Cancel

How policy priority works
In Environment Manager, you can apply security policies to each item of the environment.

Policies are prioritized in a bottom up fashion (computer policy takes priority over group which
takes priority over OU, etc.).
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The hierarchy can be seen clearly if you click on the computer in question. In the following
example, the active policies are applied directly to the C3 computer (indicated by white
background), so the inherited policies are not applied (indicated by crossed out text).

N Environment / Active Directory / sshield2.test / Kuala Lumpur / R&D / C3-W7-32-ATH-20
Deploy to the environment

Policies linked  Servers  Group

@ Environment Manager E [ Dynamic Agent Configuration - 1 link
B Servers +Add X Remove ¥ t & ¥
@ Policies Link order Condition Policy Name Inherited from
Environment 1 (true) DefaultDynamicAgentPolicy A= | Environment
L—% Log Manager

@ Monitaring B [ static Agent Configuration - 1 link
(&) Dashboard + Add X Remove ¥ T+ 4 ¥
B Agents Link order Condition Policy Name Inherited from
[ Software Logs 1 (true) DefaultStaticAgentPolicy A2, Environment

[E7 System Logs

B T security - 4 links
[t Network Logs

+ Add X Remove ¥ T+ 4 ¥

f:J V) Link order Condition Policy Name Inherited from
E‘"Iﬂ Environment ~ 1 (true) + | MewPreprodSecu -
=] ﬁl Active Directory 2 Leus) PreProdSecy 7 Ban
- Q enf.ant'l.ssh\eld‘l.test EY - ]
(D sshieldl.test - =
D sshicld2 test 4 firwel BefouliSeclitPalioy 2, | Environment
[=-[J Domain Controllers
[ Kuala Lumpur =¥ Engrvotion - 0 link
ED R&D el o S e e =
D Analysts Link order Condition Policy Name Inherited from
i [ C3-WT-32-ATH
L. WIN2008R2

M T Serint - 0 link

» Moving a computer with policies that are directly linked (not inherited - white background)
into a new OU does not change the active policy. You can remove policies that are directly

linked by selecting the active policy and * Remeve,

¢ Moving a computer with an inherited policy into a new OU automatically changes the
inherited security policy to the new OU (and looses the previous one).

o Groups are slightly different because they do notinherit a policy.
o They can be 'invisible' with no policy: members are linked to the OU policy above them.

o They can be directly linked to a policy: members are linked to this groups policy (unless
they also have a directly linked policy).

Groups can be useful to override (or not) the OU policy for several computers (more easily visible
and reproducible than applying separate policies to individual computers).

How to apply a policy

In Environment Manager, select the item on which you want to apply the policy. Choose the
Policy name and the Condition under which it will apply.

oo m 4+ Add X Hemove + T 4 &
{ Link order Condition Policy Name Inherited from

t T (true) DefaultStaticAgentPoli 22, | Environment
- W) Active Directory 2 =%

@ enfantl.sshieldl.test

! = ity -2 I
Q) sshield test T security - 2 links

20D sshield2test + Add X Remove ¥ T+ 4+ ¥

D Domain Controllers Link order Condition Policy Name Inherited from

D Kuala Lumpur 1 quarantine_file ~ | quarantine M

D L)ro.n 2 (true) DefaultSecurityPolicy 2, Environment

D Paris MNewPreprodSecu

D Prod = 9 - link PreProdSecu

@[ Stockage des politiques Encryption - 0 lin quarantine
+ Add X Remove ¥ + 4+ F SES€ompSeclinl
Link order Condition Policy Name Inherited from
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How to change a policy

Page 5/6

A computer with inherited policies needs to be moved to the new OU using Active Directory. The
SES policy change is then automatic.

A computer (or group] with directly applied policies can be modified in the Policies linked tab.
Click on the arrow ™ and choose the policy and condition that apply, or Add a new one, or
Remove using + Add X Remove

You could have 2 active policies: one for when the machine is connected, and a different one for
when itis disconnected.

= W Security - 3 link(s)

= Add = Remove i‘r!,- L

Link order Condition Policy Name Inherted from
1 (connected) * |testpolicy -
2 (disconnected) B Defaut SecurtyPolicy H
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