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Introduction

Being able to count on a regular backup of your appliances is essential. Indeed, performing a
periodic configuration backup (daily, weekly or monthly) makes it possible to quickly reconfigure
a firewall in the event of a disaster (hardware failure, configuration error causing malfunctions,
etc).

From version 1.0 of its firmware onwards, Stormshield Network’s Firewalls offer the possibility of
automating this backup operation in order to store output files either within the infrastructure
suggested by the Stormshield Network Cloud Backup service oron an HTTP/HTTPS server within
your infrastructure.

This feature allows the administrator to be freed from having to plan configuration backups and
therefore removes the risk of forgetting to perform this operation.
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Operation

Regardless of the chosen method (Cloud backup or customized server), a local backup of the
firewall's configuration will be made during any automatic backup operation. This file, named
“backup.na.enc’, is stored in the folder /data/Autobackup/ on the Firewall.

Storing in the Mystormshield.eu client area

When the Cloud backup option is selected, backups will be sent directly to your secure-access
area (https://mystormshield.eu). The 5 most recent backups (daily, weekly or monthly] of your
appliance are stored and accessible in this way.

Storing on a customized server

If you choose to store backups on a customized server, you can use the HTTP WebDAV extension
(RFC 4918] to send your files. You will then need the following elements:

Microsoft Internet Information Services (11S) server

* Windows 2008 Server or higher,
e WebDAY,
* SSL,

* Digest or Basic authentication methods.

Apache server
* Operating system supporting Apache (Linux, FreeBSD, etc),

e Apache modules: WebDAV (dav and dav fs), SSL, Digest (auth digest) or Basic (auth basic])
authentication.
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Firewall configuration

Activating automatic backups

1. Select the Backup tab in the module Configuration > System > Maintenance.
2. Inthe screen Configuration automatic backup, select the checkbox Enable automatic backup.

Sending backups to Stormshield Network Cloud Backup

In order to enable automatic backups to the Stormshield Network Cloud backup service, activate
the backup.

Configuration automatic backup

L on_|

Configuration: ® Cloud backup O Customized

server

~ Advanced properties

The SN Cloud Backup feature is available on all Stormshield Network Firewalls. However, the
service requires the Firewall to be under a valid maintenance contract.

Backups will then be saved in your secure-access area (https://mystormshield.eu) and
identified by the firewall’'s serial number. For this feature, it is therefore not necessary to enter a
login and password in the Preferences module.

Only two additional fields need to be filled in:

« Backup frequency: select one of the 3 frequencies offered (every day, every week or every
month).

« Password of the backup file (optional): Indicate a password that will serve to protect the
backup file. You will be asked to provide this password when this file is used for the purpose
of restoring a configuration.

Sending backups to a customized HTTP/HTTPS server

In the field Backup server selection, select the value Customized server. Next, fill in the various
fields in the module Advanced configuration.

1. Backup server: select or create directly from this field an object representing the server to
which the Firewall sends its automatic backups. If the name of the server takes the form of
server.mycompany.com (FQDN], ensure that the firewall can indeed resolve this DNS name.
The field Server URL will be entered automatically according to the values entered in the fields
Backup server, Server port, Communication protocol and Access path.

2. Serverport: select or create directly from this field an object representing the listening port of
the backup server (port network object).

3. Communication protocol: select HTTP or HTTPS (recommended) according to the protocol used
on the server.

4. Server certificate (only if HTTPS has been selected): select the certificate of the backup server
created or imported earlier in the firewall's PKI.

5. Access path: indicate the folder of the server in which backups will be stored.
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@ IMPORTANT

For firewalls in a firmware version lower than 1.2.0, this path has to be preceded by a “/”.
Example: /autobackup

6. Method of sending: select the access or authentication method used for placing the firewall’s
backups on the server (POST access control or Basic/Digest authentication for WebDAV].

o The POST method does not involve any authentication. On the server side, it requires a
script to process received data (saving of received files in a particular folder, etc.). This
script also checks for a “control name” in the data traffic in order to process it.

« The Basic identification method (RFC 2617]) is unsecured by nature, as it sends the
encrypted password in Base64 butin plaintext, making it easily interpretable as such. Itis
therefore not recommended for transferring credentials and data through an encrypted
connection (HTTPS).

« The Digest identification method (RFC 2617) is more secure as itis based on a
“challenge/response” mechanism built around the MD5 fingerprint of the client password.
Even though it can be used in HTTP traffic, you are also strongly advised to use this
method through an encrypted connection (HTTPS) when transferring data.

7. User name (Basic or Digest methods only): indicate the required user name in order to
connectto the server.

8. Password (Basic or Digest methods only): indicate the password of the user entered earlier.

9. POST - control name (POST method only): indicate the control name is the access method
selected is POST.

10. Backup frequency: select the frequency of automatic backups (daily, weekly or monthly).
The first successful backup will determine the starting point for backups at the selected
frequency.

11. Password of the backup file (recommended): indicate a password for protecting the backup
file. You will be asked to provide this password when this file is used for the purpose of
restoring a configuration.
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Checking the operation of automatic backups

When the settings form is validated, an automatic backup will always be made.

Validating settings
If the parameters entered are valid, the backup will be successful: the backup file will then be

available on the destination server.

Please note that this first successful backup will determine the starting point for automatic
backups at the selected frequency.

However, if any of the parameters is invalid:

o Awarning message will indicate that the backup has failed:

BACKUP FAILURE

The backup failed because the backup server is unreachable.

0K

o Amessage will also appear in the Monitoring > Audit Logs > Alarms menu:

U LOG / ALARMS

Last hour +~ B 2 Refresh | » Advanced search

SEARCH FROM - 09/30/2019 01:17:05 PM - TO - 09/30/2019 02:17:05 PM

Saved at Action Priority Message S0 Source Name Source Port Na...

02:14:12 PM Minor Backup failed: server does not answer (sendfile)

Correct the parameter(s] in question and validate again.

Log files

When a backup is successful, logs will be saved in the file /log/l system:

id=firewall time="2014-11-05 11:07:17" fw="V50XXA3E0000011" tz=+0100
startime="2014-11-05 11:07:17" pri=5 msg="Backup successful (local, distant)"
service=sysevent alarmid=86

When a backup fails, logs will be saved in the file /log/l alarm:

id=firewall time="2014-11-05 11:12:23" fw="V50XXA3E0000011" tz=+0100
startime="2014-11-05 11:12:23" pri=4 msg="Backup failed: invalid server response
(sendfile)" class=system alarmid=87

& Page 7/18 sns-en-automatic backup technical note - 12/09/2019



%

SNS - TECHNICAL NOTE

STORMSHIELD AUTOMATIC BACKUPS

Example of server configuration - Linux and
Apache

This example specifies the various stages of configuring an Apache server on a Linux platform,
allowing identification in Digest mode through an SSL connection (server certificate generated
through the firewall’'s PKI).

Installing Apache and its components

1. Install the various necessary components:
o Apache Web Server,
e ss/module for Apache,
e dav module for Apache,
e dav fs module for Apache,
e auth digest module for Apache.

2. Create the folder for receiving automatic backups (example: var/www/html/autobackup).

Creating and exporting the server certificate

1. On the firewall hosting the CA used for automatic backups, create a server certificate relating
to the server hosting the backups (module Configuration > Objects > Certificates and PKI).

2. Next, select the certificate created and exportitin PKCS12 format (menu
Download > Certificate as a P12 file).

Importing the certificate on the Apache server

1. Submitthe PKCS12 file on the server.
2. Use the following command to extract the private key:
openssl pkcsl2 -in server certificate.pl2 -nocerts -nodes -out server key.key

The option “-nodes” must be removed from the line if you wish for the private key to remain

password-protected. However, in this case, you will be asked to provide this password every time
the Apache server reboots.

3. Use the following command to extract the certificate:

openssl pkcsl2 -in server certificate.pl2 -clcerts -nokeys -out server
certificate.crt

4. Move the certificate and private key to their respective folders (example: /etc/pki/tls/certs
and /etc/pki/tls/private).

5. Restrict privileges on the private key to only the superuser (example: chmod 400
/etc/pki/tls/private/server key.key).

6. Adaptthe SSL configuration file accordingly (example: /etc/httpd/conf.d/ssl.conf):
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Configuring WebDAV

After having installed the dav, dav fs and auth digest modules:

1. Create a WebDAV configuration file for Apache (Example: /etc/httpd/conf.d/webdav.conf)
containing the following directives:

In the example shown:

o The server can be contacted atthe address https://server name/autobackup (Alias
directive pointing to the physical folder /var/www/html/autobackup].

« The authentication domain (Realm) is Autobackup (AuthName directive).
« The authentication method used is Digest (AuthType directive).

 The login/password pairs allowed to access this folder are stored in the file
/ust/local/www/user.passwd (AuthUserFile directive).

2. Create the password file for Digest mode and the first account [Autobackup authentication
domain and the user autobackup in the example] using the command:

htdigest -c /usr/local/www/user.passwd Autobackup autobackup
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3. Enterthe user's password upon the command invite.
4. Subsequently, if you wish to add other access accounts (new accountin the example), use

the following command:
htdigest /usr/local/www/user.passwd Autobackup new account

5. Startorrestart the Apache serverto apply all changes.
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Example of server configuration - Windows 2008
Server and IS

This example sets out the various steps in configuring an 1S server on Windows 2008 Server,
allowing identification in Digest mode through an SSL connection (server certificate generated
through the firewall’'s PKI).

Please note thatin order to enable SSL in IIS, the server has to be a member of an Active Directory
domain.

Creating the backup storage folder

Using the Windows file explorer, create the folder meant for receiving automatic backups
(example: c:\inetpub\wwwroot\autobackup).

Creating the user account for backups

Create a dedicated user for automatic backups in the Active Directory Users and Computers
console.

In this example, the account used is named autobackup and belongs to the Autobackup Allowed
Users group specifically created for this purpose. Writing privileges on the folder dedicated to
backups can be defined in the settings of the WebDAV site.

IR 21t0bacc properties 20
Dial4n | Environmerit | Sessions I Remote control Dialn | Environmertt I Sessions I Remote control I
I Remote Desktop Services Profile | Personal Vitual Desktop I COM+ Remote Desktop Services Profile I Personal Virual Desktop | COM+ |
General I Address  Account | Profile I Telephones I Organization I Member Of General I Address I Account I Profile | Telephones | Organization Member Of
Userlogon name: Member of :
I@documentation.myt:ompaw.ccj Name Active Directory Domain Services Folder
User logon name (ore-Windows 2000) Domain Users documentation mycompany.com./Users
DOCUMENTATION Iautobac:kup
Logon Hours... Log On To... |

[~ Unlock account

Account options:

™ User must change password at next logon -
Add... | Remove |
¥ User cannot change password
[+ Password never expires
[ Store password using reversible encryption LI Primary aroup: Domain Users
- Account expires Set Priman Giou There is no need to change Primary group unless
& Never bt B | you have Macintosh clients or POSIX-compliant
applications.
= End of: samedi 20 septembre 2014 j
oK I Cancel Apply | Help | oK I Cancal Appl Heln

Installing 11S and its components

1. Ifithas not yetbeen installed, add the IIS role in the Server Manager console (menu Add
roles > Server roles > Web Server (11S)).
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Add Roles Wizard

ﬁ:? Select Server Roles

Before You Begin

Select one or more roles to install on this server,
Roles:

Description:

Wieb Server {IIS) ] Active Directory Certificate Services
Role Services Active Directary Domain Services (Installed)
[ Active Directory Federation Services

Confimation [] Active Drrectory Lightweight Directory Services
ERuss [] Active Directory Rights Management Services
Restlts [ 4ppiication Server

[ DHCP Server
[] Fax Server

[] Fie services

[ Hyper-v

[] Network Poicy and Access Services
[ Print and Document Services

] Remote Desktop Services

eployment Services
[] windows Server Update Services

More aboutserver roles

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

<previous || mext> | el | cael |
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2. During the installation of the IS role, or when selecting the option Add Role service for the Web

Server (1IS) role in the Server Manager console, select the following options:

Web Server

|----- Common HTTP Features

| | ----- WebDAV Publishing
|----- Security

| |----- Basic Authentication
| |----- Digest Authentication
|----- Management Tools

| |----- Management Service

|Add Roles Wizard

ﬁ:}i Select Role Services

Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services

Wb Server (IIS) 5 @ Web Server
s ) [@ Common HTTP Features
Static Content
Defauit Document
Progress. Directory Browsing
Results HITP Errars
] HTTP Redirection
\ Publishing
1 [ Appi velopment
L] Asp.neT
L] .NET Extensibility
O ase
[ cat
L] 15AP! Extensions
[ 15AP1 Fifters
] server Side Indudes
) [@ Health and Diagnestics
HTTP Logging
L] Logging Todls
Request Moritor
I"1 Tradna

Confirmation

More about role services

»

=l

<Previous || Next> Tnstall Cancel

Description:
WebDAV Publishing (Web Distributed
‘Authoring and Versioning) enables
you to publish files to and from a Web
server by using the HTTP protocol.
Because WebDAV uses HTTP, it works
through most firewalls without
modification.

Creating a virtual folder

\ Page 12/18

In this example, the site used for receiving and storing backups will not be the Default Web Site,
buta dedicated site named autobackup, whose base folder will be located under the root of the
Default Web Site (c:\inetpub\wwwroot).

1. Launch the Internet Information Server (1IS) Manager console.

2. Right-click on Default Web Site.

3. Selectthe option Add Virtual Directory.
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Add Virtual Directory

2]

Site name:  Default Web Site
Path: !

Alias:
Iautobadcup

Example: images

Physical path:
IC: \inetpubWwwwrootlautobadkup
Pass-through authentication

L]

Connect as... Test Settings...

ok |

Cancel

SNS - TECHNICAL NOTE
AUTOMATIC BACKUPS

4. In the field Alias, select the name given to your site (example: autobackup); the address of
the site will take the form https://server name.company.com/alias.
5. Inthe field Physical path, select (or create) the physical folder corresponding to your virtual
site (example: c:\inetpub\wwwroot\autobackup).
Right-click on your site.
Select the option Edit Permissions to grant writing privileges to the group of dedicated users
on the physical folder meant for storing the backups.
8. In the Security tab, click on Edit.
9. Selectthe usergroup (example: Autobackup Allowed Users).
10. Selectthe checkboxes Modify and Write.
11. Validate.
"General | Sharing Securty | Previous Versions | Customize | I Permissions for autobackup
Object name:  C:inetpubwwwroot\autobackup Security |
Group or user names: Object name:  Ciinetpubwwwroot\autobackup

42 NETWORK SERVICE

Autobackup Allowed Users (DOCUN
Q?JAdministmtors (DOCUMENTATION Administrators)
;1 lears (DO IMENTATIORY] lear)

4

To change permissions, click Edit.

Pemissions for Autobackup
Alowed Users

Full contral

Madify

Read & execute

List folder contents

Read

Write

LANKKL

-

Advanced |

For special pemmissions or advanced settings,
click Advanced.

Leam about access control and pemissions

GI'OIJD or User Nnames:

§2 CREATOR OWNER

o]

Cancel | Apply

Q»?‘ SYSTEM j
2, LOCAL SERVICE
2 NETWORK SERVICE
4] | Bl
Add. | Remove |
Permissions for Autobackup
Allowed Users Allow Derry
[Modiy o =
Read & execute O
List folder contents O
Read O
[ wirte o .
Leam about access control and pemissions
ok | cancel | eb |

Granting directory browsing privileges
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1. In the Internet Information Server (I1S) Manager console, select your site (autobackup in the
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example).
2. Double-click on the Directory browsing icon.
3. In the right panel (Actions), click on Enable.

Adding a MIME type for backup files

Backup files are encrypted and have an “.enc” extension. Since this extension is unknown to the
[IS server, it must be defined so that the server will know which action to perform when you click
on the link corresponding to a backup (execute the file, suggest opening or downloading it, etc.).

1. In the Internet Information Server (I1S) Manager console, select your site (autobackup in the
example)

2. Double-click on the MIME Types icon.

3. In the right panel (Actions), click on Add.

4. In the field File name extension, indicate .enc.

5. Inthe field MIME Type, specify application/octet-stream.
Enabling WebDAV

Enabling WebDAV

1. In the Internet Information Server (IIS) Manager console, select Default Web Site.
2. Double-click on the WebDAV Authoring Rules icon:

!Elnternet Information Services (IIS) Manager

@‘4 [,; b AUTOBACKUP2008 » Sites » DefoultWebSite » autcbackup »

File  View Help

e |2 @ ~ autobackup Home
- I |7 |8 )|
% Start Page )
£1-95 AUTOBACKUP2008 (DOCUMENTATION Administrator) T Go - lhishow Al | Groupby: Area
.;* Application Pools s
El-[8] Sites

=4 Default Web Site

4] &

[ | aspnet_dient k v
-] dvweb Authentication Compression Default Directory Error Pages Handler
| autohadwp Document Browsing Mappings
o,
= = § @
Qutput Reguest SSL Settings W
Caching Filtering

3. Inthe right panel (Actions), click on Enable WebDAV:

Add Authoring Rule. ..

Enable WebDAV

WebDAY Settings. ..

'@' Help

QOniline Help

Adding a rule for creating WebDAV

1. InthelIS console, select your site (autobackup in the example).
2. Double-click on the WebDAV Authoring Rules icon.

\ Page 14/18
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3. Inthe right panel (Actions), click on Add Authoring Rule.
4. Forthis rule, select the options All content, All users and permissions: Read, Source, and Write.

Add Authoring Rule x|

—Allow access to:

 All content
" Specified content:

Example: * bas, wsvc.axd

— Allows access to this content to:
% all users

" specified roles or user groups:
Example: Admin, Guest
" Specified users:

Example: User1, User2

—Permissions
IV Read
¥ Source
I write

OK I Cancel

Setting authentication mechanisms

1. In the Internet Information Services Manager console, click on your site.
2. Double-click on the Authentication icon.

Y Internet Information Services (115) Mansger
@-—E} F0 P ATORADNPIOE b Stes b Defailt WebSte b sutobscup #
Flg  Wew  Help
Q- k1218 autobackup Home
5 St Page - =
= -'5 ALTOBACKLUP 2008 [DOCUMENT ATION | Admiristratior] Fiter: ol i,
L Appkcaton Pogs s
=l Sl
= i Default Web Site i' 2
* aaprt_chent = [/]
e R covoresson  Defnit
» sutobachp Document

3. Enable Basic Authentication and Digest Authentication.
4. Disable Anonymous Authentication.

@E} [ v AUTCEADAPIO0E ¢ Sses b DefautWiebSite b aushacke b
Fle Vew Hep
“ Authentication
@-id|Z |8 || =
Ny Start Fage _
293 MUTORACHUP 2008 [DOCLMENTATION Wdministrator) Groupbyi M Grouging
L} Appieason Pocis Home = [ statm [Remgometype |
=1 | Sites dnonymous: Authenboabon DCesnbied
o g Dafadt Vel Sitn B duthenbcabion Ensbied HTTP 401 Chalerge
-] ampnet_dhent Digest Authenitcaton Enatéed HTTP 401 Chalerge
B chrweh
| subtadup

5. Select Digest Authentication.

6. Click on Editin the right panel to specify the server's Active Directory domain
(documentation.mycompany.com in the example).
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| Authentication
Grag by Mo Groupng -
[ [ stans [ resporse Type I
Ancnymous Rsheroabon Dbl
Blasar AarthendoaBon Erasbled HTTF 40 1 Thadenge
Dagett ArBen baten Erubied HTTR 401 Challenge:
2
[P
———————
o® | cewal |
7. Validate.

Creating the server certificate

On the firewall hosting the CA used for automatic backups:

1. Go to the Configuration > Objects > Certificates and PKI module.

2. Create a server certificate relating to the server hosting the backups (menu Add > Add a server
certificate).

3. Select this certificate and exportitin PKCS12 format (menu Download > Certificate as a P12
file).

Importing the certificate on the |1S server

1. Inthe Internet Information Services Manager console, select the name of the server.
2. Double click on the option Server Certificates.

T Intewmet Information Servioes (115) Manager
@E} [ 95 » auToBACLPING
Fle  Wew MHep
: @9 AUTOBACKUP2008 Home
e 'iitli-l 17 9. | ..
gu‘rrmﬁ'gummmnﬂ )  fe - Eyshonal |Gowpby: ares
¥ Appkcaion Podis s
- & Stes
5 g Dot Wik Site %5 __ :_J_J s :._.')__- e _\E:
Authentoason  Comm Eamn Defiault Dwreciony Error Poges
Digeument Bromwsng
- "
= &
WebDaY Viorier

3. In the right panel [Actions), click on Import.
4. Selectthe server certificate.

5. Enter the associated password.
The certificate will then appear in the IS certificate store:

*E Internet Information Services (115) Manager

@‘) | 93 » aucsackrae b
Fie View Hep
Q- L |7 |8 ﬂ? Server Certificates
g3 St pege Use this feature to r ] tficates that the web th Web: figured for SSL
= Qi AUTOBACKLIPZ008 (DOCUMENTATION Admiristrater) € this feature eQuest and manage certificates that SEFVEr CaN use with W Sites con .
L} Aopicaton Pods MName = | 1ssued To | tssued By | | Certficate Hagh |
= 8] Sites documentation-AUTOBACKUP 2008-CA ‘documentation-AUTOBACKLIP 20, 28/08/2019 10:41:57  BEDFETEAFE4SACDFIEBAQ ICF.
£ @) Defauk web site [ WMSvC-ALTCBACKLP2008 WMSvc-AUTOBACKLP 2008 16/08/2024 11:06:16 118 1EE 336431001 773084€83.,
aspret_dhent doc-2008-en. documentaton.nyc... doc-2008-en documentabon, mycompany.com documentation. mycompany.com  20/10/2015 10:10:47  FOE 11996740521 € 46 B4DESE,
2 5| sutobackup

Page 16/18

-

sns-en-automatic backup technical note - 12/09/2019




% SNS - TECHNICAL NOTE
STORMSHIELD AUTOMATIC BACKUPS

6. In the Intemet Information Services Manager console, click on the Default Web Site.
7. Selectthe option Bindings in the right panel.
8. Add a binding with the following values:

o Type: https,
o IPaddress: the IP address on which the server has to be contacted in HTTPS,
o Port: 443,
« SSL certificate: the imported server certificate.
Add Site Binding 2|
Type: IF address: Fort:
|nttps =] [ArUnzssigned x| [a3

Host name:

S5L certificate:

Exclusive access in SSL

1. In the Intemet Information Services Manager console, click on your site.
2. Double-click on the icon SSL Settings.
3. Selectthe checkbox Require SSL.
4. Apply.
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Copyright © Stormshield 2019. All rights reserved. All other company and product names

contained in this document are trademarks or registered trademarks of their respective
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