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Welcome to the Stormshield Network V3.3.1 user configuration manual.

This guide explains the features of the web administration interface modules, and provides
information on how to configure your Stormshield Network Firewall for your network.

Forany questions, if you wish to report an error or suggest an improvement, feel free to contact us
at documentation@stormshield.eu.

Products concerned

u30S, Ur0s, U150S, u250S, U500S, u8aas,
SN150, SN160W, SN200, SN210W, SN300, SN310,
SN500,SN510,SN700, SN710, SNS00, SN910,
SN2000, SN3000, SN6000,

SNi40,

VS5,VsS10, V50, V100, Vv200, V500 and VU.

Copyright © Stormshield 2020. All rights reserved.

Any copying, adaptation or translation of this material without prior authorization is prohibited.

The contents of this document relate to the developments in Stormshield’s technology at the time
of its writing. With the exception of the mandatory applicable laws, no guarantee shall be made in
any form whatsoever, expressly orimplied, including but not limited to implied warranties as to
the merchantability or fitness for a particular purpose, as to the accuracy, reliability or the
contents of the document.

Stormshield reserves the right to revise this document, to remove sections or to remove this whole
document at any moment without prior notice.

Recommendations on the operating environment

@ DEFINITION

The common criteria evaluate (on an Evaluation Assurance Level orEAL scaleof 1to 7] a
product’s capacity to provide security functions for which it had been designed, as well as the
quality of its life cycle (development, production, delivery, putting into service, updates).

Introduction

The installation of a Firewall often comes within the scope of setting up a global security policy. To
ensure optimal protection of your assets, resources or information, it is not only a matter of
installing a Firewall between your network and the Internet. This is namely because the majority
of attacks come from the inside (accidents, disgruntled employees, dismissed employee having
retained internal access, etc.). And one would also agree that installing a steel security door
defeats its purpose when the walls are made of paper.
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Backed by the Common Criteria, Stormshield Network advises taking into consideration the
recommendations of use for the Administration Suite and Firewall product stated below. These
recommendations set out the usage requirements by which to abide in order to ensure that your
Firewall operates within the context of the common criteria certification.

Security watch

Please regularly check Stormshield security advisories published on
https://advisories.stomshield.eu.

Always update your firewall if it allows fixing a security flaw. Updates are available here:
https://mystormshield.eu.

Physical security measures

Stormshield Network Firewall-VPN appliances must be installed and stored in compliance with
the state of the art regarding sensitive security devices: secured access to the premises,
Shielded cables with twisted pairs, labeled cables, etc.

Organizational security measures

& Page 12/450
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The default password of the “admin” user (super administrator] must be changed the very first
time the product is used. The wizard will prompt the user to change his password during the
initial installation, in the Administration of the appliance window. In the web administration
interface, this password can be changed in the Administrator module [Sgstem menu), under the
Administrator account tab.

The definition of this password must observe the best practices described in the following
chapter, under User password management.

A particular administrative role — that of the super-administrator — has the following
characteristics:

¢ Only the super-administrator is permitted to connect via the local console on NETASQ
firewall-VPN appliances, and only when installing the Firewall or for maintenance
operations, apart from actual use of the equipment.

o Heis in charge of defining the profiles of other administrators,

o Allaccess to the premises where the appliances are stored has to be under his
supervision, regardless of whether the access is due to an intervention on the appliance
oron other equipment. He is responsible for all interventions carried out on appliances.

User and administrator passwords have to be chosen in such a way that successful attempts at
cracking them will take longer. This can be assured with the implementation of a policy regulating
their creation and verification.

Example

Combination of letters and numbers, minimum length, addition of special characters, words
which are not taken from ordinary dictionaries, etc.

Administrators are attuned to these best practices in the course of their functions and have the
responsibility of directing users’ awareness to these practices (Cf. Next chapter: User Awareness).

For equipmentin “trusted” networks which have to be protected, the control policy for traffic to be
implemented should be defined in the following manner:
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o Complete: the standard scenarios of how equipmentis used have all been considered
when defining the rules and their authorized limits have been defined.

« Strict: only the necessary uses of the equipment are authorized.
o Correct: rules do not contradict each other.

o Unambiguous: the wording of the rules provides a competent administrator with all the
relevant elements for direct configuration of the appliance.

Human media

Administrators are non hostile, competent persons with the necessary means for accomplishing
theirtasks. They have been trained to launch operations for which they are responsible. In
particular, their skills and organization imply that:

o Differentadministrators having the same rights will not perform administrative actions
which conflict.

o Logs are used and alarms are processed within the appropriate time frames.
Example

Incoherent modifications to the control policy for traffic.

IT security environment

Stormshield Network firewall-VPN appliances must be installed in accordance with the current
network interconnection policy and are the only passageways between the different networks on
which the control policy for traffic has to be applied. They are scaled according to the capacities
of the adjacent devices or these devices restrict the number of packets per second, positioned
slightly below the maximum treatment capacities of each firewall-VPN appliance installed in the
network architecture.

Besides applying security functions, NETASQ firewall-VPN appliances do not provide any network
service other than routing and address translation.

Example
no DHCP, DNS, PKI, application proxies, etc.*

Stormshield Network appliances are not configured to forward IPX, Netbios, AppleTalk, PPPoE or
IPv6 information flows.

Firewall-VPN appliances do not depend on external “online” services (DNS, DHCP, RADIUS, etc.) to
apply the information flow control policy.

Remote administration workstations are secured and kept up to date on all known vulnerabilities
affecting operating systems and hosted applications. They are installed in protected premises
and are exclusively dedicated to the administration of firewall-VPN appliance and the storage of
backups.

Network devices that the firewall uses to establish VPN tunnels are subject to constraints relating
to physical access, protection and control of their configuration. These constraints are equivalent
to those faced by the TOE's firewall-VPN appliances.

Workstations on which the VPN clients of authorized users are launched are subject to
restrictions regarding physical access control, protection and control over their configuration,
equivalent to the restrictions placed on workstations in trusted networks. They are secured and
kept up to date on all known vulnerabilities affecting operating systems and hosted applications.
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*These services are available on firewalls but are not part of the scope of evaluation of the
common criteria.

Evaluated configurations and usage
The usage of the environment being evaluated must possess the following characteristics:

« Certificates and CRLs are distributed manually (importing).

¢ The usage mode subject to evaluation excludes the fact that the TOE relies on services other
than PKI, DNS and DHCP servers and proxies. The optional modules provided by Stormshield
Network to manage these services are disabled by default and have to stay that way.
Specifically, these are:

« the internal public key infrastructure (PKI),

e Userauthentication module,

o SSL VPN module (Portal and Tunnel),

« antivirus engine (ClamAV or Kaspersky],

o Active Update module,

« Dynamic routing module (BIRD dynamic routing service),
o DNS cache (DNS/Proxy cache),

o SSH, DHCP, MPD and SNMPD servers (SSH server, DHCP server and SNMP agent),
o DHCPclient (DHCP server),

o NTPdaemon (NTPclient),

e DHCPrelay,

e Cloud backup service.

o Even though itis supported, the IPv6 feature is disabled by defaultand must remain so for the
duration of the evaluation.

o |IPSec administrators and users are managed by the internal LDAP directory. The evaluation of
such usage excludes the fact that external LDAP clients outside the scope of the firewall-VPN
appliance’s network can connect to this base.

o Audit logs — depending on the model — are either stored locally or sent by Syslog.

o The ability provided by the filter policy to associate each filter rule with an application inspection
(HTTP, SMTP, POP3 and FTP proxies) and a schedule falls outside the scope of this evaluation
and mustnot be used.

« The option of associating a “decrypt” action (SSL proxy] with a filter rule in the filter policy falls
outside the scope of this evaluation and must not be used.

Cryptographic algorithms needed for compliance with the RGS (General Security Guidelines
defined by ANSSI, the French Network and Information Security Agency) and used for the

evaluation
Algorithm Key size
Diffie-Hellman 2048, 3072, 4096
Algorithm Key size
RSA 2048, 4096
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Algorithms Fingerprint size
HMAC-SHA1 160
HMAC-SHA?2 256,384,512
SHA?2 256, 384,512
Algorithms Key size
AES 128, 192, 256
Triple DES 168
Blowfish 1280 256
CAST 128
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The Perfect Forward Secrecy (PFS) option performs a new Diffie-Hellman key exchange during IKE
Phase 2. This allows ensuring thatin the event a key has been stolen, the next or previous keys
cannot be deduced, thereby preventing the whole IPSec exchange from being decrypted, apart
from the segment of the communication protected by the corrupted key. You are strongly advised

to leave PFS enabled in order to comply with the RGS, which is the scenario that has been chosen
for the evaluation.

The security of the connection to the authentication portal and administration interface has been
strengthened, as per the recommendations of the ANSSI (French Network and Information
Security Agency). These connections have to go through certain versions of the SSL/TLS protocol.
Version SSLv3 has been disabled to make way for TLS versions. The use of AES encryption suites
with Diffie-Hellman has also been imposed. As Internet Explorer in version 6, 7 and 8 does not
support this configuration, you are advised to use a higher version of this browser. This
configuration must not be disabled in order to stay within the scope of the evaluation.

User awareness

Administrator management

The Firewall administrator is in charge of instructing users on network security, the equipment
which make up the network and the information which passes through it.

Mostusers in a network are computer novices and even more so in network security. Itis thus
incumbent upon the administrator or person in charge of network security to organize training
sessions or at least programs to create user awareness of network security.

These sessions should be used to state the importance of managing user passwords and the
work environment as well as the management of users’ access to the company’s resources, as
indicated in the following chapter.

Initial connection to the appliance

A 'security procedure must be followed if the initial connection to the appliance takes place
through an untrusted network. This operation is not necessary if the administration workstation is
plugged in directly to the product.

Access to the administration portal is secured through the SSL/TLS protocol. This protection
allows authenticating the portal via a certificate, thereby assuring the administrator that he is
indeed logged in to the desired appliance. This certificate can either be the appliance’s default
certificate or the certificate entered during the configuration of the appliance (Authentication >
Captive portal). The name (CN) of the appliance’s default certificate is the appliance’s serial
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numberand itis signed by two authorities called NETASQ - Secure Internet Connectivity ("0") /
NETASQ Firewall Certification Authority ("0U") and Stormshield ("0") / Cloud Services ("0U").

To confirm a secure access, the browser must trust the certificate authority that signed the
certificate used, which must belong to the browser’s list of trusted certificate authorities. Therefore
to confirm the integrity of an appliance, the NETASQ and Stormshield certificate authorities must
be added to the browser’s list of trusted certificate authorities before the initial connection. These
authorities are available at http://pki.stormshield cs.eu/netasg/root.crt and
http://pki.stormshieldcs.eu/products/root.crt. If a certificate signed by another authority has
been configured on the appliance, this authority will need to be added instead of the NETASQ and
Stormshield authorities.

As aresult, the initial connection to the appliance will no longer raise an alert in the browser
regarding the trusted authority. However, a message will continue to warn the user that the
certificate is not valid. This is because the certificate defines the Firewall by its serial number
instead of its IP address. To stop this warning from appearing, you will need to indicate to the DNS
server that the serial number is associated with the IP address of the Firewall.

© notE

The default password of the “admin” user (super administrator) must be changed the very
first time the productis used. The wizard will prompt the user to change his password
during the initial installation, in the Administration of the appliance window. In the web
administration interface, this password can be changed in the Administrator module
(System menu]), under the Administrator account tab.

The definition of this password must observe the best practices described in the following
chapter, under User password management.

This password must never be saved in the browser.

User password management

Throughout the evolution of information technologies, numerous authentication mechanisms
have been invented and implemented to guarantee that companies’ information systems
possess better security. The result of this multiplication of mechanisms is a complexity which
contributes to the deterioration of company network security today.

Users (novices and untrained users) tend to choose “simplistic” passwords, in general drawn
from their own lives and which often correspond to words found in a dictionary. This behavior,
quite understandably, leads to a considerable deterioration of the information system’s security.

Dictionary attacks being an exceedingly powerful tool is a fact that has to be reckoned with. A
study conducted in 1993 has already proven this point. The following is a reference to this
study: (http//www_.klein.com/dvk/publications/]. The most disturbing revelation of this study is
surely the table set out below (based on 8-character passwords):

Type of password Number of Number of passwords Cracking time
characters
English vocabulary 8 char.and +  Special 250000 < 1second
Lowercase only 26 208827064576 9-hour graph
Lowercase + 1 uppercase 26/special 1670616516608 3days
Upper- and lowercase 52 53459728531456 96 days
Letters + numbers 62 218340105584896 1year
Printable characters 95 6634204312890620 30 years
Set of 7-bit ASCIl characters 128 7205753940379273900 350 years
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Anothertendency which has been curbed but which is still happening is worth mentioning:
those now-famous post-its pasted under keyboards.

The administrator has to organize actions (training, creating user awareness, etc) in order to
modify or correct these “habits”.

Example
o Encourage your users to choose passwords that exceed ¢ characters,
¢ Remind them to use numbers and uppercase characters,
o Make them change their passwords on a regular basis,
o and lastbut not least, never to note down the password they have just chosen.

One classic method of choosing a good password is to choose a sentence that you know by
heart (a verse of poetry, lyrics from a song] and to take the first letter of each word. This set of
characters can then be used as a password. For example:

o “Stormshield Network, Leading French manufacturer of FIREWALL and VPN appliances...”
The password can then be the following: SNLFmoFaVa.

The ANSSI (French Network and Information Security Agency) offers a set of recommendations
for this purpose to assist in defining sufficiently robust passwords.

Users are authenticated via the captive portal by default, through an SSL/TLS access that uses a
certificate signed by two authorities not recognized by the browsers. Itis therefore necessary to
deploy these certificate authorities used by a GPO on users’ browsers. These authorities are by
defaultthe NETASQ CA and Stormshield CA, available from the following links:

o http//pki.stormshieldcs.eu/netasq/root.crt.
« http://pki.stormshieldcs.eu/products/root.crt.

For further detail, please refer to the previous chapter Administrator management, under Initial
connection to the appliance.

Work environment
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The office is often a place where many people pass through every day, be they from the
company or visitors, therefore users have to be aware of the fact that certain persons (suppliers,
customers, workers, etc) can access their workspace and by doing so, obtain information about
the company.

Itis important that the user realizes that he should never disclose his password either by
telephone or by e-mail (social engineering) and that he should type his password away from

prying eyes.

User access management

To round up this chapter on creating user awareness of network security, the administrator has to
tackle the management of user access. In fact, a Stormshield Network Firewall's authentication
mechanism, like many other systems, is based on a login/password system and does not
necessarily mean that when the application enabling this authentication is closed, the useris
logged off. This concept may not always be apparent to the uninitiated user. As such, despite
having shut down the application in question, the user (who is under the impression that he is
no Iongerconnected] remains authenticated. If he leaves his workstation for justa moment, an ill-
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intentioned person can then usurp his identity and access information contained in the
application.

Remind users to lock their sessions before they leave their workstations unattended. This
seemingly tedious task can be made easier with the use of authentication mechanisms which
automate session locking (for example, a USB token).
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ACCESS PRIVILEGES

This module consists of 3 tabs:

o Default access: This tab allows you to define SSL VPN portal, IPSec VPN and SSL VPN access
parameters as well as the default sponsorship policy.

o Detailed access: Table of rules corresponding to SSL VPN portal, IPSec VPN and SSL VPN
access and access to users authorized to validate sponsorship requests.

o PPIPserver: Allows adding and listing users who have access to PPTP VPN via their logins, and
creating passwords to enable them to log on.

“Default options” tab

SSL VPN Portal

SSL VPN Portal profiles (see menu VPN>SSL VPN Portal module] represent the set of web and
application servers that you wish to list in order to assign them to your users or user groups.

SSL VPN portal profile In this field, the default SSL VPN Portal profile can be defined for users. Prior to this,
ensure that you have already restricted access to servers defined in the configuration
of the SSLVPN in the menu VPN>\SSL VPN Portal>\User profiles tab (see SSL VPN
Portal document).

The drop-down list will display the following options:
o Block: Users will not have access to the SSL VPN Portal.

o Allow: The user will have access to all SSL VPN Portal profiles created previously.

<Name of userl profile>: the user will have access only to this SSL VPN Portal profile.
<Name of user?2 profile>: the user will have access only to this other SSL VPN Portal
profile.

Click on Apply to confirm your configuration.

IPSEC

IPSec VPN enables the establishment of secure tunnels (peer authentication, data encryption
and/or integrity checking) between two hosts, between a host and a network, or between two
networks.

IPSec policy In this field, it is possible to Block or Allow users the privilege of negotiating IPSec VPN
tunnels by default.

Depending on your selection, internal users and user groups will or will not be able to

communicate over your private protected IP networks, thereby allowing their data to
be transmitted securely.

Click on Apply to confirm your configuration.

SSLVPN

The SSL VPN allows setting up a secure tunnel (peer authentication, encryption and/or
verification of data integritg] between two hosts, between a host and a network, or between two
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networks.
SSLVPN policy This field makes it possible to Block or Allow users by default from negotiating SSL VPN

tunnels in the absence of specific rules.

Depending on your selection, internal users and user groups will or will not be able to
communicate over your private protected IP networks, thereby allowing their data to
be transmitted securely.

Click on Apply to confirm your configuration.

Sponsorship

Sponsorship allows an external user located within the organization to submit a request for
Internet access from a captive portal for a limited duration.

Default sponsorship  This field makes it possible to Block or Allow users from responding to sponsorship
policy requests submitted from the captive portal by default.

Click on Apply to confirm your configuration.

“Detailed access” tab

Possible operations

Add button: Inserts a line to be configured after the selected line.
Delete button: Deletes the selected line.
Up button: Places the selected line before the line just above it.

Down button: Places the selected line after the line just below it.

A search field in which keywords/letters can be entered will allow you to find relevant users.

Configuration table

This table allows assigning access privileges to your users or user groups, with regards to SSL
VPN and IPSec VPN parameters.

The table contains the following columns:

sns-en-user configuration. manual-v3.3.1 - 11/13/2017



€ SNS - USER CONFIGURATION MANUAL -V 3
STORMSHIELD ACCESS PRIVILEGES

State Status of the access privilege configuration for the user or user group:
@ Enabled: Double-click anywhere in the column to enable the created rule.
@ Disabled: The rule is not in operation. The line will be grayed out in order to reflect
this.

€ REMARK

The firewall will assess rules in their order of appearance on the screen: one by
one from the top down. They are numbered likewise on the left side of the
column.

If Rule 1 affects a user group, all users involved in the rules that follow and
which are part of this same group will be subject to its configuration.

Example: If in Rule 1, you deny a user group authentication and/or access to
the SSLVPN and if the user in Rule 2 can authenticate via the LDAP and has a
particular SSL VPN profile but is part of the group, this user will be blocked, and
will have neither access to authentication nor to the SSLVPN.

User-user group When a new line is added to the table, you can select the user of the user group you
wish to configure. To do so, click on the arrow to the right of the column, which will
display a drop-down list offering you a choice of several CNs created earlier, in the
menu Users\Users module.

€D noTE

Itis also possible to add users who are not in the LDAP database, for example,
for the KERBEROS and RADIUS methods.
SSL VPN Portal This column allows you to assign a particular SSL VPN profile to a user or user group,
configured beforehand in the menu VPN\SSL VPN module\User profiles tab.

You may also select the Default option, which will take into account the default SSL
VPN profile entered in the previous tab (Default options).

If you select Deny, the user or user group will not have access to any SSL VPN profiles,
contrary to the option All profiles, which will provide access to all web and application
servers that have been enabled in the user profiles.

IPSEC In this field, it is possible to Block or Allow users the privilege of negotiating IPSec VPN
tunnels.
Depending on your selection, internal users and user groups will or will not be able to
communicate over your private protected IP networks, thereby allowing their data to
be transmitted securely.

€ REMARK
The IPSec privilege only concerns tunnels:

o with pre-shared key authentication and e-mail address logins, or

« with authentication by certificate.

SSLVPN In this field, it is possible to Block or Allow users the privilege of negotiating SSL VPN
tunnels. Depending on your selection, the internal users and user groups specified will
or will not be able to communicate over your private protected IP networks, thereby
allowing their data to be transmitted securely.

Sponsorship Depending on your selection, users or user groups will or will not be able to validate
sponsorship requests submitted from the captive portal.
Description Comments describing the user, user group or the rule.
€ REMARK

When you add lines to the table without having set up any rules, the columns
Authentication, SSL VPN and IPSEC will be set to “Deny” by default, even if you have
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configured them differently in the Default options tab.

You therefore need to click on the option “Default” using the arrow to the right of each
column if you wish to retrieve changes made earlier.

“PPTP” tab

This tab allows listing users who have access to the PPTP VPN, providing them with a secure and
encrypted connection for their login.

The following actions can be performed:

Add When you click on this button, a new line will be added to the table and will display
the drop-down list of users created earlier in the menu Users\Users module:

To ensure that the operation is valid, you will need to enter the user’s password in the
window that appears.

€D noTE

Itis possible to enter a user that does not exist in the firewall's user database,
as the PPTP is separate from the LDAP module.

Delete To delete a user, select the line containing the user to be removed from the list of PPTP
logins, then click on Delete.

Modify user password Select the line containing the user whose password you wish to modify and enter the
new data in the window that appears.

@ NoTE

Alogin consisting only of uppercase letter can be entered.

\ Page 22/450 sns-en-user configuration. manual-v3.3.1 - 11/13/2017



€ SNS - USER CONFIGURATION MANUAL -V 3
STORMSHIELD ACTIVE UPDATE

ACTIVE UPDATE

The Active Update configuration window consists of a single screen. This screen is divided into 2
sections:

o Automatic updates: allows activating an update module.
o Advanced properties — Update servers: allows defining update servers.

Automatic updates

On Enables or disables [ @Enabled/ @ Disabled buttons), by a simple click, updates via Active Update
for the type of update selected.

Module Type of update. (The list of modules varies according to the license purchased).

@ NoTES

In the event of a failed update, the system will automatically backtrack. Simply double-
click to allow (@ “Allow all” button] or prohibit (@ “Block all’] all updates.

Advanced configuration

Update servers of the URL database

If the Stormshield Network URL database has been selected as the URL database provider (menu
Object > Web objects, URL database tab), servers other than Stormshield Network servers can be
entered. This therefore allows you to update the Stormshield Network URL database through
internal mirror sites orimport your own URL database.

URL  Update files are retrieved on one of the servers defined by the user. 4 URLs are defined by default. To
add a URL, click on Add; the following URL will be added by default: http://update.1.stormshield.eu/1.
Replace this with your URL and click on Apply. To delete a URL from the list, select it and click on
Delete.

Update Indicates the frequency with which dynamic URL lists, ASQ contextual signatures and the
frequency antispam configuration are updated. The frequency is indicated as 3 hours, and can be
modified in console mode.

Update servers of customized context-based protection signatures

When you use customized context-based protection signatures hosted on one or several internal
server(s), enter the URL(s) to access this or these server(s] in order for these signatures to
benefit from automatic updates.

Update servers

Stormshield Network update servers are entered by default, but you can customize these
addresses to set up internal mirror sites. Please refer to the Technical Note Configuring Active
Update - Setting up an internal mirror site for further information.
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This menu does not appear for firewalls that are not equipped with storage media.

The Audit logs module allows you to read logs (made easy with views by types of alarms,
connections, web logs, etc) generated by appliances and stored locally. Advanced filters allow
these logs to be thoroughly analyzed.

Collaborative security

For more collaborative security, based on views and audit logs, it is now possible in justone click
to increase the level of protection on a host. An interactive feature will allow you to add hosts to a
pre-set group and assign a strengthened protection profile or specific filter rules to them

[q uarantine zones, restricted access, etc.).

For further information, please refer to the Technical Note Collaborative security.

Storage device: SD Card

The External log storage on SD card feature is available on all models in the S and SN ranges,
except for SN150,SN510,SN710,SN910, SN2000, SN3000 and SN6000 models. This feature is
offered with a subscription to the “External storage” option.

The type of SD card must be at least Class 6 and compliant with the SDHC standard. The
maximum memory supported is 32 GB. Only the SD format is compatible: Micro SD or Nano SD
cards fitted with an adapter are not supported.

@ note

Storing logs on an external medium can only be done on an SD card. This service is not
compatible with other storage media such as a USB key or an external hard disk.

For more information, refer to the Guides PRESENTATION AND INSTALLATION OF NETASQ PRODUCTS
U SERIES — S Models or PRESENTATION AND INSTALLATION OF STORMSHIELD NETWORK PRODUCTS
SN Range, available in your private area, under the section Documentation.
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Logs
Possible operations

Toolbar no. 1: period and display mode

Time scale This field allows choosing the period: Last hour, Today,
past 7 days, past 30 days and customized duration.

e The past hour is calculated up to the minute before the current one.

o The Today view covers the current day, from midnight of the day before up to
the minute before data is refreshed.

e The last 7 and 30 days refer to the period that has ended the day before at
midnight.
e The customized duration allows you to define a determined period, which

covers the whole day except for the current day in which data runs up to the
previous minute.

The button '™ is a shortcut allowing you to select a customized duration.

P . :
% Refresh This button allows you to refresh the display of data.

Line view /Grid view  Displays logs in lines or arranged in a table. The line view highlights the values of
fields that match search criteria.

Expand all the Displays all fields or only main fields.

elements/ Collapse

elements

Toolbar no. 2: simple or advanced searches
Change search modes using the "Simple search”/ "Advanced search” button.

The "reinit. Columns” button allows restoring the default display settings. This refers to whether
columns are hidden or shown or the modification of their width.

Simple search mode

In this default search mode, the appliance will search for the value entered in all the fields of the
log files displayed.

This search only covers field values, and not field names. For example, to filter blocked
connections, enter the value “block” in the search field, instead of “action=block”.

(field for enteringthe  To create the search, enter text in the field or drag and drop the value from a result
search value) field. The name of an object can also be dragged and dropped directly into this field
from the Network objects module.

Advanced search mode

In advanced mode, several search criteria can be combined. All of these criteria have to be metin
orderto be displayed, as the search criteria are cumulative.

This combination of search criteria can then be saved as a “filter”. Filters will then be saved in
memory and can be reset in the Preferences module of the administration interface.
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(Filter drop-down Select a filter to launch the corresponding search. The list will suggest filters that have
menu) been saved previously and for certain Views, predefined filters. Selecting the entry
(New filter) allows reinitializing the filter by selecting the criteria selection.
Save Save as a customized filter the criteria defined in the Filter panel described in the next

section. You can save a new filter using the button "Save as" based on an existing
filter or a predefined filter offered in certain Views. Once a filter has been saved, it will
be automatically offered in the list of filters.

Delete Delete a customized filter saved earlier.

FILTER panel

You can add a search criterion either by clicking on Add a criterion, or by dragging a value from
the results field and dropping it in the panel.

The filter creation window allows you to either apply or add the defined criterion. The Add button
keeps the window open in order to define several criteria successively before launching the
search.

Add a criterion To add a search criterion, click on this button in order to open a window to edita
criterion, for which you need to enter the 3 following elements:

o AField to select in which the value will be searched. Selecting any will enable
searches in all values contained in the logs.

o Inthislist, the translated name of the field is displayed as well as the original
name between brackets (token). The main fields are displayed in black and
secondary fields in gray, corresponding to the display of the button Expand
all the elements / Collapse elements.

e A sort criterion that will be associated with the value sought. These operators
are: equal to, different from, contains, does not contain, starts with and ends
with.

e AValue to look for according to the criteria selected earlier.

Once the criterion has been set up, it will be added to this Filter panel. The following actions can
be done to this criterion:

o Delete using the icon ¥ . Deleting a criterion automatically refreshes the search of the
modified filter, without this criterion.

« Editin a window similar to the one during its creation, using the icon “. The editing window
only allows you to apply the search.

Information

Above the table displaying the logs, the queried period will be shown, according to the value
selected in the drop-down menu in the 1St toolbar. This period is displayed as:

SEARCH FROM - DD/MM/YYYY HH:MM:SS —TO - DD/MM/YYYY HH:MM:SS
Below the log table, the following information will be shown:

o Number of the page displayed,
Number of logs displayed in the page,

Period covered by the logs shown in the page,

The UTM’s date and time (information that will be useful if the administrator's workstation
does not have the same settings].
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Toolbar no. 3: level of detail, printing and exporting data

Expand all the Displays all fields or only main fields.

elements/ Collapse

elements

Export data The =¥ button allows downloading data in CSV format. The values are separated by

commas and saved in a text file. This makes it possible to reopen the file in a
spreadsheet program such as Microsoft Excel.

Print The (Y button enables access to the preview window in order to print logs. The Print

button sends the file to the browser’s print module, which allows choosing to print or
to generate a PDF file.

Interactive features

Regardless of the display mode (line/grid), the values displayed in the log reading window offers
interactions. Left-clicking opens a menu that offers the following actions:

Simple search mode

@, Search this value: shortcut for creating a criterion that searches for the value in the
corresponding field and in the whole log or view. This search type is the same as dragging and
dropping the value.

Advanced search mode

« © Add an equality criterion to this value: shortcut for creating a criterion that searches for
the value in the corresponding field and in the whole log or view. To avoid the repetition of
the value sought, the corresponding column will be automatically hidden in the grid view.
This search type is the same as dragging and dropping the value.

« € Add a difference criterion to this value: shortcut for creating a criterion that searches for
any value that is different from the one selected in the corresponding field and in the whole
log or view.

o ¥ Seethe entire line: action displaying a window that contains all fields in the row of logs,
grouped by theme. Itis possible to browse through log files to view the details of the
previous and following rows.

IP addresses and objects

 Add the hostto the Object base and/or add it to a group: this option allows creating a host
and/or adding it to a group from a log file. As such, a host that has been identified as vulnerable
can, forexample, be added to a group with a strengthened protection profile. (cf. Technical Note
Collaborative security).

This option appears on fields that contain IP addresses (source, destination) or object names
(source name, destination name). Awindow will appear, in which you can:

o Save the objectin the database if itis an I[P address,
o Selectthe appropriate object if the [P address corresponds to several objects,

o Add itto an existing group. This group may correspond to a quarantine of predefined
vulnerable objects.
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URLs

2 Add the URLto a group: this option allows adding a URL to a group from a log file. As such,
URLs that have been identified as malicious or undesirable may, for example, be added to a
customized group that will be subject to URL filtering.

This option appears on fields that contain URLs (destination name). A window will appear,
enabling:

e URLs to be added to an existing group. This group may correspond to a category of
prohibited URLs, for example.

Ports

& Add the service to the objects base and/or add it to a group: this option allows creating a
service and/or adding it to a group from a log file. As such, services that have been identified as
vulnerable or undesirable may, for example, be added to a group of prohibited services in filter
rules.

This option appears on fields that contain port numbers or service names (source port,
destination port, , name of the source port, name of the destination port, etc). A window will
appear, enabling:

o The objectto be saved in the database if itis a port number,

o Add itto an existing group. This group may correspond to a category of prohibited services.

Views

o Alllogs

This view displays all logs: Administration, Alarms, Authentication, Network connections, Filter, FTP
proxy, IPSec VPN, Application Connections, POP3 proxy, SMTP proxy, SSL proxy, System events,
Vulnerabilities, HTTP proxy and SSL VPN.

O norEe

If the user does not have admin privileges, the Administration log will not be taken into
accountin this view.

o Network traffic

This view displays Network connections, Filter, FTP proxy, Application connections, POP3 proxy,
SMTP proxy, SSL proxy, HTTP proxy and SSL VPN logs.

Two predefined filters searching for IPv4 traffic and IPv6 traffic are offered.
e Threats

This view displays the Alarms log according to certain categories; this log only displays logs that
do not belong to the filter alarm category.

Three predefined filters that search for Application (classification=1), Malware (classification=2)
or Protection (classification=0] vulnerabilities are offered.

e Web

This view displays Network connections, Application connections, and HTTP proxy logs according
to certain categories:

o The Network connections logs only display logs whose standard service corresponding to the
destination portis HTTP, HTTPS or HTTP PROXY.
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o The Application connections log only displays logs with an associated plugin name thatis
either HTTP or HTTPS.

A predefined filter that looks for detected viruses is offered.
o Vulnerabilities
This view displays the Vulnerabilities log.

Two predefined filters that search for Client (targetclient=1) and Server (targetserver=1)
vulnerabilities are offered.

e E-mails

This view displays Network connections, Application connections, POP3 proxy and SMTP proxy
logs according to certain categories:

o The Network connections logs only display logs whose standard service corresponding to the
destination portis SMTP, SMTPS, POP3, POP3S, IMAP or IMAPS.

o The Application connections log only displays logs with an associated plugin name thatis
either SMTP, SMTPS, POP3, POP3S, IMAP or IMAPS.

Two predefined filters that search for detected viruses (virus=infected) and detected spam
(spamlevel entered and different from 0) are offered.

« VPN

This view displays IPSec VPN, System events and SSL VPN logs according to certain categories;
the System events log only displays logs for which the reference message is PPTP.

e Systemevents

This view displays Alarms and System events logs according to certain categories; the Alarms log
only displays logs belonging to the system alarm category.

Two predefined filters that search for Minor (pri = 4) or Major (pri = 1) levels are offered.
o Filtering

This view displays Alarms and Filter logs according to certain categories; the Alarms log only
displays logs belonging to the filter alarm category.

¢ Sandboxing
This view displays the Sandboxing log.

Logs

The list of logs displayed in the menu and the name of the corresponding log file is shown below:
Administration | server
Alarms | alarm
Authentication | auth
Network connections | connection
Filtering | filter
FTP proxy | ftp
SSLVPN | vpn
Application connections | plugin
(plugin)
POP3 proxy | pop3
SMTP proxy | smtp
SSL proxy | ssl
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System events | system
Vulnerabilities | pvm
HTTP proxy | web
SSLVPN | xvpn
Sandboxing | sandboxing

O note

If the user does not have admin privileges, the Administration log will not be accessible.

O nore

If the time on the appliance is changed, a yellow line indicating this change will be shown
for each log queried. This line is logged when the change is made.

As a result, the period displayed may no longer correspond to the expected number of hours. For
example, if the time on the appliance has been moved back by one hour, the log for the past day
will show logs for the past 25 hours. Likewise, if a search is launched fora common time, the
search will be conducted in all logs, meaning before and after the change of time on the
appliance.
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ADMINISTRATORS

This module consists of 2 tabs:

o Administrators: allows creating administrators by granting administration privileges to users
using one of the following authentication methods: LDAP RADIUS, KERBEROS or SSL.

o Admin account: allows defining the authentication password of the administrator account by
exporting the public or private key.

“Administrators” tab

The window for this tab is divided into 3 sections:

« Ataskbar (top): displays the various possible operations that can be performed (Add an
administrator, Delete, Copy privileges etc.).

« The list of users and user groups identified as admin (left).
« The table of administrator privileges (right).

Possible operations

You will be able to create your table of administrators from your LDAP database as well as their
respective privileges.

Adding an administrator

Add an administrator  This type of administrator has all the basic privileges such as access to the Dashboard
without any privileges and to the following modules:
License, Maintenance, Active Update, High availability and its wizard, CLI console,
Network, Routing, Dynamic DNS, DHCP, DNS cache proxy, Objects, URL categories and
their groups, Certificates and PKI, Authentication and its wizard, URL filtering, SSL and
SMIP, Applications and protections, Inspection profiles, Antivirus, Antispam, Block
messages, and Preferences.
The module Vulnerability management can only be accessed with write privileges.
Add an administrator  This type of administrator has the same basic access privileges as the administrator
with read-only access ‘“without privileges” with the following additional privileges: reading of SNMP logs, E-
mail alerts, System events as well as reading privileges for Filtering and VPN.
Add an administrator  This type of administrator has access to all modules except Configuration,
with all privileges Administrators, and Directory configuration (LDAP).

€ REMARK
There can only be one “superadministrator” with the following characteristics:

 The only administrator authorized to log on via the local console on
Stormshield Network appliances, and only during the installation of the
firewall or for maintenance operations outside of normal production use.

e He isin charge of defining the profiles of other administrators,

o Full access to the premises on which the firewall appliances are stored, and
all interventions are performed under his supervision,

Add an administrator  This type of administrator can only manage temporary accounts defined on the
for temporary accounts firewall (creating, modifying and deleting).

Once you have imported your administrator, he will appear in the list “User-user group” to the left
of the screen.

The following operations can be performed on this administrator.
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Delete Select the administrator to be removed from the list and click on Delete.
Move up Places the administrator above the administrator before him in the list.
Move down Places the administrator below the administrator after him in the list.
Copy privileges Select the administrator whose privileges you wish to copy and click on this button.
Paste privileges Select the administrator to whom you wish to assign the same privileges as the
administrator from whom the privileges have been copied and click on this button.
Grant all privileges Regardless of the privileges assigned to the selected administrator, by clicking on this
button.

Table of privileges

Yourinterface is in “simple view” by default. The table displays 5 columns, which represent 5
categories of privileges to which an administrator may or may not be affiliated: System, Network,
Users, Firewall and Monitoring.

The icons in the table mean:
v :All privileges have been assigned.
® : All privileges have not been assigned.

4
/x : Some of the privileges have been assigned.

By switching to “advanced view” using the icons Ior» (depending on the length of your
screen), the table will display the details of the privileges by category. To find out the exact
privileges corresponding to each column, see the bubble that appears when the mouse passes
over each column header.

Example

If you are at the top of the System column, you will see the access privileges itincludes, in this
case, “Maintenance” and “Objects”.

@ NotE

Double-clicking on the represented icons changes the status of privileges (from “assigned”
v

to “not assigned” for example]. Double-clicking on this icon % will assign the privileges,

and this icon ¥ will be displayed instead.

@ NoTE

Any changes made to an administrator's permissions will only be applied the next time this
administrator logs on. If you wish to apply a modification immediately, you will need to
force the disconnection of the administrator in question (for example using the CLI
command: monitor flush user].
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The list of privileges that can be assigned in simple view are:

Privileges in simple view

Name Description Privileges assigned

System Privilege to perform maintenance operations (backups, modify, base,
restorations, updates, Firewall shutdown and reboot, antivirus ~ maintenance, object
update, modification of antivirus update frequency and RAID-
related actions in the monitor)
Privilege to modify Object database

Network Privilege to modify filtering policy configuration and routing modify, base, filter,
configuration (default route, static routes and trusted networks) route

Users Privilege to modify Users and PKI modify, base, user,

pki

Firewall Privilege to modify VPN configuration, Intrusion prevention (IPS] modify, base, vpn,
configuration and vulnerability management asg, pvm

Monitoring Privilege to modify configuration from Stormshield Network modify, base, log,

Tempora ry accounts

Realtime Monitor and log configuration

Privilege to manage temporary accounts for the "Temporary
accounts” authentication policy

Privileges in advanced view

maintenance

modify,base,voucher

Name Description Privileges
assigned
Logs (R) Log consultation base, log read
Filter (R) Filter policy consultation base, filter
read
VPN (R} VPN configuration consultation base, vpn read
Logs (W) Privilege to modify log configuration modify, base,
log
Filter (W) Privilege to modify filter policy configuration modify, base,
filter
VPN (W) Privilege to modify VPN configuration modify, base,
vpn
Monitoring Privilege to modify configuration from Stormshield Network Realtime  modify, base,
Monitor mon write
Content filtering Privilege for URL filtering, Mail, SSL and antivirus management modify, base,
contentfilter
PKI Privilege to modify PKI modify, base,
pki
Objects Privilege to modify Object database modify, base,
object
Users Privilege to modify Users modify, base,
user
Network Privilege to modify network configuration (interfaces, bridges, dialups, modify, base,
VLANs and dynamic DNS configuration) network
Routing Privilege to modify routing (default route, static routes and trusted modify, base,
networks) route
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Maintenance Privilege to perform maintenance operations (backups, restorations, modify, base,
updates, Firewall shutdown and reboot, antivirus update, modification maintenance
of antivirus update frequency and RAID-related actions in Stormshield
Network Realtime Monitor)

Temporary accounts  Privilege to manage temporary accounts (Users > Temporary accounts modify, base,

module) voucher
Intrusion prevention  Privilege to modify Intrusion prevention (IPS) configuration modify, base,
asq
Vulnerability manager Privilege to modify vulnerability management configuration modify, base,
(Stormshield Network Vulnerability Manager) pvm
Objects (global) Privilege to access global objects modify, base,
globalobject
Filter (global) Privilege to access the global filter policy modify, base,
globalfilter
Reports (w) Privilege to modify Stormshield Network Activity Reports base, report_
read
Reports (R) Privilege to access Stormshield Network Activity Reports modify, base,
report, report_
read

The base privilege is assigned to all users systematically. This privilege allows reading the whole
configuration except filtering, VPN, logs and content filtering.

The modify privilege is assigned to users who have write privileges.

The user who has logged on as admin will obtain the admin privilege. This is the only privilege
thatallows giving other users administration privileges or removing them.

“Administrator account” tab

This screen allows the definition of authentication data for the administrator account.

To find out which characters are allowed or prohibited in various fields, please refer to Appendix A:
Allowed names.

@ NoTE

The default password of the “admin” user (super administrator) must be changed the very
first time the product is used.

) NoTE

To define an ASCII pre-shared key that is sufficiently secure, it is absolutely necessary to
follow the same rules for user passwords set out in the chapter Welcome, under the section
User awareness, sub-section User password management.

Password Defines the password for the admin account.

€D REMARK
Must not contain the character".

Confirm passphrase  Confirms the password of the admin account which you have just entered in the
previous field.

Mandatory password This field indicates your password’s level of security: “Very Weak”, “Weak”, “Medium”,
strength “Good” or “Excellent”.
You are strongly advised to use uppercase letters and special characters.
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@ NoTE

Stormshield Network uses asymmetrical encryption, meaning that it uses a key pair
consisting of a public key, used for encrypting data, and a private key, used for
decryption. The advantage of using this system is that it removes the problem of securely
transmitting the key and allows electronic signatures.

Export private key By clicking on this button, you will save the private key associated with the admin
account on your workstation.

Export firewall's public By clicking on this button, you will save the public key associated with the firewall on

key your workstation.
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ANTISPAM

The antispam configuration screen consists of 3 tabs:

« General: Basic configuration of the Antispam module (activation, SMTP parameters,
Reputation-based analysis, etc).

« Whitelisted domains: contains the list of domains that must be systematically considered
legitimate.

« Blacklisted domains: contains the list of domains that must be systematically considered
spam senders.

“General” tab

The antispam module can be enabled by determining the analyses to be enabled. Two options
are available on the firewall:

Enable reputation- This option allows validating the sender by comparing against a public list of known
based analysis (DNS  spam senders (DNSBL).

blacklists - RBL)

Enable heuristic This option allows examining the contents of the e-mail to determine its impact.
analysis

SMTP parameters

The trusted server concerns the SMTP server. By filling in this field, which is optional, e-mails will
be analyzed more thoroughly by the Antispam module.

SMTP server domain  This optional field allows defining a “trusted” domain.

name (FODN]) Mail relayed by a server belonging to the domain indicated therefore avoids the
domain scan. This may be defined for mail relayed by internal servers, for example.
SMTP allows mail relay servers to fill in a field indicating their identity. If mail passes
through a server belonging to the trusted domain, the earlier servers will be
considered legitimate and the scan will only apply to the following servers.

Action There are 4 possible actions that will allow the SMTP proxy to respond to the remote
SMTP server by indicating that the message has been rejected as it is spam.

o Tagas spam: e-mails will not be blocked but will be tagged as spam.
 Block all spam messages: the e-mail will be rejected regardless of the level of trust.

o Block all spam messages at Level 2 or higher: this option allows defining that
beyond the trust threshold of Level 2, an e-mail will be rejected. The thresholds are:
“1 — Low”, “2 — Medium”, “3 — High”".

« Block only Level 3 spam messages: this option allows defining that beyond the trust
threshold of Level 3 (High], the e-mail will be rejected.

For example, if you set a limit of 100 for the heuristic analysis, e-mails with a score higher than
100 will be considered spam. From 100 to 200, the level of trust will be low, from 200 to 300 it will
be moderate and above 300, it will be high. If you have indicated a moderate level of trust for this
option, all e-mails of moderate and high level (above 200) will be rejected whereas those from
100 to 200 will be kept.
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 REMARK

When several methods of analysis are used simultaneously, the highest score will be
assigned.

Advanced properties

The Antispam module on Stormshield Network UTM appliances does not delete messages that are
identified as spam. However, it modifies messages detected as spam in such a way thatthe
webmail clientcan process it in the future, for example. There are two ways of tagging messages:

Insert X-Spam headers When this option is selected, the Antispam module will add a header summarizing the
result of its analysis to messages identified as spam. The webmail client can then use
this antispam header, in “spam assassin” format, to perform the necessary actions on
the tagged message.

Reputation-based analysis

The DNS blacklist analysis or RBL (Real-time Blackhole List) enables identifying the message as
spam through RBL servers. The following menus allow configuring the list of RBL servers which
will be used for this analysis as well as the level of trust assigned to each of the servers.

List of DNS blacklist severs (RBL)

Atable displays the list of RBL servers which the Firewall queries to check that an e-mail is not
spam. This listis updated by Active Update and cannot be modified, but certain servers can be
disabled by clicking on the checkbox at the start of each line (in the Enabled column).

The levels indicated in the columns of the table refer to the levels of trust assigned to the server.

You can also configure the RBL servers to which you would like your Firewall to connect. To add a
server, click on Add. A new line will appear. Up to 50 RBL servers can be defined.

Specify a name for this server (a unique name for the RBL server list), a DNS target (Field: Domain
name only, which should be a valid domain name}, a level of trust (Low, Medium and High) and
comments (optional). Click on Apply.

To delete a configured server, selectitin the listand click on Delete.

 NoTE

RBL servers in Stormshield Network’s native configuration are differentiated from
customized servers by a padlock symbol (2], which indicates RBL servers in Stormshield
Network’s native configuration.

© Reminder: Active Update only updates the list of these servers.

Heuristic analysis

The heuristic analysis is based on VadeRetro's antispam engine. Using a set of calculations, this
antispam will derive a message’s degree of legitimacy.

The antispam module will calculate and assign a score that defines a message’s
‘unwantedness”. E-mails that obtain a value exceeding or equal to the threshold set will be
considered Advertisement or Spam.

The heuristic analysis will then suggest adding a prefix to the subject of these e-mails, making it
possible, for example, to isolate them in a dedicated folder in the Mail Client.

Advertisement

In order to detect advertising e-mails, enable the option Detect advertising e-mails.
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Add advertisement tag The subjects of e-mails that have been identified as advertisements will be preceded

to mail subjects by a string of defined characters. This string is (ADS *) by default, where * represents

(prefix) the assigned level of trust. This score ranges from 1 to 3, a higher number meaning the
higher the possibility of the e-mail being an advertisement. Regardless of the
character string used, it is necessary to provide for the insertion of the level of trust in
this string by using “*”. This “*” will thereafter be replaced by the score. The maximum
length of the prefix can be 128 characters. E-mails identified as advertisements will be
transmitted without being deleted.

© warNING
Double quote characters are not allowed.
Spam
Add spamtagto The subject of messages identified as spam will be preceded by a string of defined

subject fields (prefix) characters. This string is (ADS *) by default, where * represents the assigned level of
trust. This score ranges from 1 to 3, a higher number meaning the higher the possibility
of the e-mail being spam. Regardless of the character string used, it is necessary to
provide for the insertion of the level of trust in this string by using “*”. This “*” will
thereafter be replaced by the score. The maximum length of the prefix can be 128
characters. E-mails identified as spam will be transmitted without being deleted.

© warNING

Double quote characters are not allowed.
Minimum score for The heuristic analysis performed by the Antispam module calculates a value that
spam definition [1- defines a message’s “unwantedness”. E-mails that obtain a value exceeding or equal
5000] : to the threshold set will be considered spam. Stormshield Network’s default value is

200. This section enables the definition of a threshold to apply.

By modifying the score, the minimum value of the 3 trust thresholds will be modified.
Furthermore, the higher the calculated value, the higher will be the level of trust that
the antispam module assigns to the analysis. Thresholds for the levels of trust cannot
be configured in the web administration interface.

“Whitelisted domains” tab

This section enables the definition of domains from which analyzed messages will be
systematically treated as legitimate. The procedure for adding an authorized domain is as follows:

Domain name (generic Specify the domain to be allowed.

characters accepted: * Click on Add.

and ?) The added domain will then appear in the list of whitelisted domains. To delete a
domain or the whole list of domains, click on Delete.

 NoTE

The antispam module will NEVER treat messages from whitelisted domains as spam.

“Blacklisted domains” tab

This section enables the definition of domains from which analyzed messages will be
systematically treated as spam. The procedure for adding a domain to be blocked is as follows:

Domain name (generic Specify the domain to be blocked.

characters accepted: * Click on Add.

and ?) The added domain will then appear in the list of blacklisted domains. Messages that
are treated as spam because their domains are blacklisted will have the highest level
of trust (3). To delete a domain or the whole list of domains, click on Delete.
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) GENERAL REMARKS

The antispam module will treat as spam all messages from blacklisted domains.

Blacklisting and whitelisting prevail over DNS blacklist analyses and heuristic analyses. The
domain name of the sender is compared against blacklisted and whitelisted domain in
succession.

For each of these lists, up to 256 domains can be defined. The same domain name cannot
appear more than once in the same list. A domain name can appear in either the whitelist or the
blacklist.

Domain names can contain alphanumeric characters, as wellas " ", "-"and ".". Wildcard characters
""and "?" are also allowed. The length of the domain name must not exceed 128 characters.
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ANTIVIRUS

The configuration screen for the Antivirus service consists of 3 zones:
o Selection of the antivirus engine
o Parameters
 An area relating to sandboxing, available only for the Kaspersky analysis engine.

Antivirus engine

The drop-down list allows migrating between antivirus solutions (ClamAV or Kaspersky). When the
choice of an antivirus is made, the following message will appear:

"The antivirus database has to be fully downloaded before the antivirus can be changed.
During this interval, the antivirus scan will fail.” Click on Switch engines to confirm your selection.

Once the database has been downloaded, the antivirus will be enabled.

Parameters

Analysis of ClamAV files

In this menu, the types of files that need to be scanned by the Stormshield Network firewall
antivirus service are configured.

Analyze compressed This option enables the decompression engine (Diet,Pkite, Lzexe, Exepack...].
executable files

Analyze archives This option enables the extraction engine and allows scanning archives (zip, arj, Iha,
rar,cab...]

Block encrypted or This option allows blocking files that are encrypted or protected by a password.

password-protected

files

Block unsupported file This option allows blocking file formats that the antivirus is unable to scan.

formats

Analysis of Kaspersky files

Inspect archives This option enables the extraction engine and allows scanning archives (zip, arj, Iha,
rar,cab...]

Block password- This option allows blocking files that are protected by passwords.

protected files
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In this module, you will be able to manage the configuration of your alarms generated by the
firewall's applications and protection modules.

Note that titles of alarms are shown in the language of the firewall (Firewall language field in the
General configuration tab in the System > Configuration module] instead of the language used
during the connection to the web administration interface.

An inspection profile (/PS 00] is a set of application profiles (defaultO0 — See the module
Protacols). An application profile contains the configuration of the alarms from a protocol scan that
can be modified in this module. Its other configuration elements can be accessed in the
corresponding “Protocols” menu.

To configure inspection profiles according to these application profiles, go to the module
Inspection profiles and click on Go to profiles.

The signatures of these alarms are regularly updated via Active Update for products under
maintenance (IPS: contextual protection signatures) and if this database is enabled in the Active
Update configuration (module Configuration / System / Active Update).

Whether these alarms are raised therefore depends on the configuration of these protocol scans
as well as the security policy applied.

In this module, the alarm configuration is divided into two views:

« “view by inspection profile” (also called “ view by configuration”)

IT Pazser en vue par profil d'inspec’[inn]

o "view by context” (also called “view by protocol”)

IT Pazzer en vue par u:u:urrte::de]

View by inspection profile

Selecting the configuration profile

You can configure up to 10 profiles, bearing by default the names “IPS 00”, “IPS 01” etc. These
names cannot be modified in the Alarms module butin the menu Application
protection\Inspection profile (Go to profiles button):

(1] Select a configuration from the drop-down list.
B3 Ciick on “Edit” and select “Rename”.
(3] Change the name of the profile in the field and add a comment if necessary.

B3 Ciick on “Update”.

You will see your modified profile in the drop-down list of configurations in the Applications and
Protections module.

Selecting multiple objects
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A multiple selection allows assigning the same action to several alarms. Select several successive
alarms using the Shift 1 key orindividually by holding down the Ctrd key. You can also remove an
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item from an existing selection with the Ctrl key.

Some column titles have the icon |§| When you click on it, a menu appears and suggests
assigning a setting to several selected alarms (Action, Level, New and Advanced).

Example: Several lines can be deleted at the same time by selecting them with the Ctrl key held
down, then by clicking on Delete.

You can perform several actions in the profile:

Applying a model

Several templates allow configuring the profile of alarms by defining their action (Allow or Block)
and their level (Ignore, Minor or Major).

The templates LOW, MEDIUM and HIGH are distinguished essentially by the action of the
Protections alarms, such as alarms relating to peer-to-peer networks or instant messaging. By
default, Applications alarms allow traffic and Malware alarms block it.

The INTERNET template disables alarms that may hinder the typical use of the internet, usually
due to bad practices that are too common to be prohibited. An example of this is an alarm raised
when there is a URL containing non-ASCII characters.

By default, the profile (1) IPS_01 is based on the INTERNET template, since it is intended for traffic
with a source address that is part of a protected network (see Inspection profiles). Other profiles
are configured based on the MEDIUM template that ensures a standard level of security.

Internet This configuration is adapted to outgoing traffic. Most alarms are configured with the
action “Allow” when they do not pose a risk to the internal network.

Low The least critical alarms are configured with the action “Allow”.

MEDIUM This template is a compromise between security and excessively strict blocking; it is
applied by default to incoming traffic.

HIGH Most alarms are set to “Block”.

New alarms

Approve new alarms . L . .
PP If this option is selected, all new alarms represented by the icon @ will be accepted.

This allows validating the action and alarm level set by default.

Selection

There are some buttons that allow you to sort the alarms of the inspection profile. These alarms
fall under 3 categories: Applications, Protections and Malware. They can be selected by clicking
on either of the 3 buttons with the same name. The button All resets the selection.

Applications This type of alarm is raised when commonly used applications are used. Selecting this
makes it possible to prepare an application security policy.

Protection These alarms are raised by the ASQ scan: they result from blocked known attacks and
the abnormal use of protocols as defined in the RFCs.

Malware These alarms are based on the known signatures of malicious programs, recognized

by suspicious types of activity. The examination of hosts at the source of this alarm
category is recommended.

Search

This field allows displaying only the alarm(s] containing the letter or word entered. Search results
appear instantaneously, in order to filter profiles and contexts more easily, without the need to
press “Enter”.
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This list contains several protocols and services covered by the alarms. You can sort them and
display only the alarms that belong to the following categories:

None
BYOD

Cloud Storage
E-mail address:
Game
Communication
Multimedia
Peer to peer
Remote access
Social networks
Web

All categories of alarms will be displayed.

Traffic generated by mobile devices such as telephones or electronic tablets in bring
your own device programs.

Applications that offer online data hosting,

Online messaging applications.

Online gaming applications.

Instant messaging, VolP or videoconference (Skype, Google talk etc.) applications.
Image, video or online music site.

Direct file sharing between users.

Remote PC control.

Online community sites.

Other applications.

This list may be modified by updating it via Active Update.

The various columns

To display the columns Signatures, Model and Application profile, click on the arrow that appears
when the mouse is rolled over the title of a column and click on the corresponding checkboxes
available in the Columns menu.

Patterns

Model

Message
Application profile
Action

Level
New

Context: id
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Number of variants of the attack or the traffic blocked by the signature that raised the
alarm.

Model applied to the inspection profile that configures alarms by setting their action
and level. Please refer to the previous chapter Applying a model.

Text describing the alarm and its characteristics.

When an alarm is selected, a Help button will appear. This link will open a help window
describing the alarm and summarizing its action and level.

Application profile containing the alarm configured in this inspection profile.

When an alarm is raised, the packet that set off the alarm will be subject to the action
configured. You can choose to Allow or Block traffic that causes this alarm.

Three alarm levels are available: "Ignore", "Minor" and "Major”.

Allows viewing new alarms, represented by the icon @) .
Alarm name.

The icon @ represents alarms deemed sensitive. Refer to the paragraph below for
further information.
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Advanced Send an e-mail: an e-mail will be sent when this alarm is raised (cf. module E-mail
alerts) with the following conditions:

o Number of alarms before sending: minimum number of alarms required
before an e-mail is sent, during the period defined hereafter.

« Duringthe period of [seconds): period in seconds during which alarms have
been raised, before an e-mail is sent.

Place the machine under quarantine: the packet that caused the alarm will be blocked
with the following parameters. To remove a packet from quarantine, use Stormshield
Network Realtime Monitor.

« fora period of (minutes): duration of the quarantine

Capture the packet that raised the alarm: this capture can be viewed when checking
alarms (Stormshield Network Realtime Manager or Unified Reporter), using a network
sniffer such as Wireshark.

Qos applied to traffic: QoS queues can now be applied to any application traffic that
generates alarms. This option therefore allows assigning a bandwidth restriction or
lower priority to traffic that caused the alarm to be raised.

Next, click on Apply.

For each of the 10 profiles, you can configure them any way you wish by modifying the
parameters described above.

Sensitive alarm

The action Allow on an alarm stops the protocol scan on the traffic. You are therefore strongly
advised to dedicate a filter rule in Firewall mode (or IDS for logs]) for traffic affected by the alarm
instead of setting to ‘Allow’ for this type of alarm.

Example of an HTTP 47 sensitive alarm

Microsoft IIS (Internet Information Server) allows managing the application server by using
Microsoft technologies. The management of web servers offers the encoding of extended
characters using Microsoft’s proprietary "%uXXXX" format. Since this encoding is not a standard,
intrusion detection systems cannot detect attacks that use this method.

When a user attempts to access a site with a URL containing this type of encoded character and
not corresponding to any valid character, the HTTP 47 alarm will be raised — Invalid %u encoding
charin URL. As this alarm is considered sensitive, access to the site will be blocked.

The Allow action applied to an alarm that blocks traffic stops the protocol scan of this connection
(including requests that follow).

In order to maintain protection from this type of attack and simultaneously allow access to this
type of server, itis recommended that you dedicate a filter rule in Firewall mode (or /DS for logs) to
the affected traffic instead of allowing traffic blocked by a sensitive alarm to Allow. As a reminder,
Firewall and /DS modes allow all types of traffic that raise alarms (with detection for /DS mode).

View by context

This view sets out alarms by protocol profiles. The first drop-down list, on the left, allows selecting
the protocol context.
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For each protocol, you can configure up to 10 configuration profiles, which can be selected from
the second drop-down list (which displays “default”)

You can change the name of the file by going to the menu Application protection\Protocols:

K selecta configuration from the drop-down list.

B3 Ciick on “Edit” and select “Rename”.

(3] Change the name of the profile in the field and add a comment if necessary.
Click on “Update”.

You will see your modified profile in the drop-down list of configurations in the Applications and
Protections module.

You can modify the policy within a profile according to 4 predefined templates: INTERNET, LOW,
MEDIUM and HIGH, described in the chapter “View by inspection profile”.

The “new” status of alarms can be removed by clicking on Approve new alarms described in the
previous chapter. You can also Search in alarms by typing letters or words in the appropriate
field.
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The authentication feature allows the user to identify himself using a login and password or
through a seamless process (SS0O / certificate). To do so, the feature may use an LDAP
(Lightweight Directory Access Protocol) database storing user profiles as well as the associated
x509 certificate.

Once the authentication is successful, the user’s login will be associated with the host from
which he has logged on — this information will be stored in the ASQ’s user table — and with all IP
packets that originate from it for the duration that the user or administrator has specified
depending on the method used.

In order to be effective, the methods configured (1St tab) have to be made explicit in the
authentication policy rules (2nd tab).

The Authentication module contains 4 tabs:

« Available methods: this tab offers you the choice of one or several authentication methods
and their configuration on the firewall to allow the firewall to apply the security policy. The
administrator may also require authentication for the purpose of entering the identity of the
host’s userin the logs. In this section, you will be able to configure several methods as the
authentication policy allows the use of several of these methods that will then be evaluated
in order when authentication is processed.

« Authentication policy: this tab allows specifying the methods according to the source of the
request and defining the order of the authentication methods to apply.

« Captive portal: Enables configuration of access to the captive portal from various interfaces, as
well as the different information relating to it (SSL access, authentication, proxg]. Italso
allows you to customize the display of the captive portal.

« Captive portal profiles: this tab makes it possible to manage several authentication profiles
that the captive portal can use. For example, these profiles enable the selection of the type of
account used (temporary accounts, users declared in the internal LDAP directory, etc) or
allowed authentication durations.

 NoTE

The captive portal has to be enabled for all authentication methods, except for SSO.

Forissues relating to Multi-user networks and authentication by transparent or explicit proxies,
please refer to the chapter Transparent or explicit HTTP proxy and multi-user objects.

“Available methods” tab

This screen offers the choice of one or several authentication methods and their configuration.

Authentication methods
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The left column is dedicated to the list of authentication methods. The right column displays the
options for setting the selected authentication method.

The button Add a method opens a drop-down list that offers a choice of 8 authentication methods
that you can Delete if necessary. These methods are:
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LDAP

SSL Certificate (SSL)

RADIUS

Kerberos

Transparent authentication (SPNEGO)
SS0 Agent

Guest method

Temporary accounts

Sponsorship method

When temporary account management is enabled on the firewall, the Temporary accounts
method will automatically appear in the column of authentication methods.

Go to the menu Users\Directory configuration to access the configuration. The configuration of
this method is automatic and requires the implementation of an LDAP database.

SSL Certificate (SSL)

After having selected your authentication method from the left column, you may enter information
aboutitin the right column, which sets out the following elements:

List of trusted certificate authorities (CA)

Add

Delete

The SSL authentication method accepts the use of certificates that have been signed by a
certification authority outside the Firewall. This certification authority has to be added in the
configuration of the Firewall so that it accepts all certificates that have been signed by this
authority.

If the certification authority itself is signed by another certification authority, it can then be added
to the list of trusted CAs in order to create a “Trusted CA chain”.

If a trusted CA or trusted CA chain is specified in the configuration of SSL authentication, it will be
added to the Firewall’'s internal CA, which is implicitly checked as soon as there is a valid internal
root authority on the Firewall.

Adding a certification authority to a list of trusted certification authorities allows the
recognition of this authority and the validation of all certificates signed by this
certification authority.

By clicking on Add, then on the icon 2 that appears on the selected line, you will
access the CA window (Cf. Certificates and PKI).

If the certificate authority you wish to trust is not in the list of external certificates,
click on Select in the external certificate window to add this certificate authority to the
list.

Firewalls support multi-level root authorities — the certificate of the user to be
authenticated is signed by a certificate authority, which is itself signed by a higher
authority. You can insert the whole certification chain created by this multi-level root
authority.

In order for the chain to be correctly applied, it is important that you insert every link
in the whole chain of authorities between the highest authority you have inserted to
the authority just above the user certificate.

Deletes the selected certificate authority.
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Certificate authority (C.A): This field displays the certificates you wish to trust and which you will
use.

Itis possible to modify the subject field of the certificate that will be used for finding the userin
the LDAP. The LDAP field used for the search can also be modified. By default, the e-mail address
is used in both cases. These settings can be configured in CLI.

Advanced configuration

You can enable searches in several LDAP directories.

Various criteria can therefore be defined: for a given directory, you can indicate a character string
to look for in a specific field in the certificate. This string needs to be defined in the form of a
regular expression.

Enable searchingin  Selecting this checkbox enables searches for users in several LDAP directories and
several LDAP provides access to the search criteria grid.

directories (SSL

authentication)

List of search criteria
Each criterion is defined by a certificate field, a regular expression and an LDAP directory.

You can Add, Delete, or move a criterion Up or Down the list using the relevant buttons. These
criteria are assessed according to the order defined in the grid.

Field This drop-down list makes it possible to select the specific field in the certificate that
will be queried with character strings.

Regular expression  Enter the regular expression that defines the character strings to look for in the
certificate’s field.

Domain ordirectory  Select the LDAP directory to query in order to authenticate users if the field defined in
their certificates contains a string corresponding to the regular expression.

RADIUS

RADIUS is a standard authentication protocol running in client-server mode. It allows defining
network access for remote users. This protocol is equipped with a server linked to an
identification database (e.g. LDAP directory). The Stormshield Network firewall can actas a
RADIUS clientand can therefore address authentication requests for users wishing to pass
through the Firewall, to an external RADIUS server. The user will only be authenticated on the
Firewall if the RADIUS server accepts the authentication request sent by the Firewall.

All RADIUS transactions (communications between the Firewall and the RADIUS server] are
themselves authenticated using a pre-shared secret, which is never transmitted over the
network. This same secret will be used to encrypt the user password, which will pass through the
Firewall and RADIUS server.

After having selected your authentication method from the left column, you may enter information
aboutitin the right column, which sets out the following elements:

Access to the server

When the RADIUS method is selected, RADIUS authentication will be enabled. This menu will allow
you to specify information relating to the external RADIUS server used and a backup RADIUS
server. For each of them, the configuration requires the following information:

Server IP address of the RADIUS server.
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Port Port used by the RADIUS server. By default, the port 1812 /UDP named RADIUS is
selected.
Pre-shared key Key used for encrypting exchanges between the firewall and the RADIUS server.

Backup server

Server IP address of the backup server.
Port Port used by the backup server if the main server is no longer available. By default,
the port 1812 /UDP named RADIUS is selected.
Pre-shared key Key used for encrypting exchanges between the firewall and the backup server.
€ REMARK

The Firewall will attempt to connect twice to the “main” RADIUS server, and in the event of
failure, will attempt to connect twice to the “backup” RADIUS server. If the backup RADIUS
server responds, it will become the main RADIUS server. After 600 seconds, a new switch
will take place, and the original “main” RADIUS server will become the “main” server again.

Kerberos

Kerberos is different from other authentication methods. Instead of letting authentication take
place between each clienthostand each server, Kerberos uses symmetrical encryption, the key
distribution center (KDC, Key Distribution Center] to authenticate users on a network.

During the authentication process, the Stormshield Network Firewall acts as a client which
requests authentication on behalf of the user. This means that even if the user has already
authenticated with the KDC to open his Windows session, for example, it is still necessary to re-
authenticate with this server even if connection information is the same, in order to pass through
the Firewall.

After having selected your authentication method from the left column, you may enter information
aboutitin the right column, which sets out the following elements:

Domain name (FODN) Domain name assigned to the Active Directory server for the Kerberos authentication
method. Defining this domain name allows masking the server’s IP address and
simplifying the search for it.

Example: www.company.com: company.com represents the domain name, which is
more legible than its corresponding IP address: 91.212.116.100.

Access to the server
Server IP address of the server for the Kerberos authentication method (Active Directory for
example)
Port Port used by the server. By default, the port 88 / UDP named Kerberos udp is selected.

Backup server

Server Backup IP address of the Active Directory server for the Kerberos authentication
method
Port Port used by the backup server if the main server is no longer available. By default,

the port 88/ UDP named Kerberos udp is selected.

Transparent authentication (SPNEGO)

The SPNEGO method enables Single Sign On to function in web authentication with an external
Kerberos authentication server. This means that a user who connects to his domain via a
Kerberos-based solution would be automatically authenticated on a Stormshield Network Firewall
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when he accesses the intemnet (requiring authentication in the filter policy on the Firewall) with a
web browser (Internet Explorer, Firefox, Mozilla).

In order to implement this method, you must first execute the KEYTAB generation script
spnego.bat on the domain controller. This script is available in your secure area, in the Knowledge
Base (article "Where can | find the last version of the "spnego.bat” script?").

€D REMARK

The parameters requested when the script is executed are case-sensitive and mustbe
strictly followed as they cannot be modified later. In the event of an error, a backup of the
domain controller has to be restored in order to continue with the installation.

For firewalls that have not been configured in high availability, itis advisable to indicate the serial
number of the firewall instead of its name to identify it (this name corresponds to the name
indicated in the Stormshield Network script that comes with the installation hardware). The
Service name will be the serial number preceded by “HTTP/”. Example: HTTP/U?0XXAZ0000000

For firewalls in high availability, since the identifier has to be the same for both appliances, you
are advised to use the name of the authentication portal’s certificate (CN) entered in the Captive
portal tab in the Authentication module.

SPNEGO can be configured on the firewall with the options explained in the table below:

Service name This field represents the name of the Kerberos service used by the firewall, obtained

after the spnego.bat script has been executed.

Domain name Kerberos server's domain name. This domain name corresponds to the full name of

the Active Directory domain. It has to be entered in uppercase.

KEYTAB This field represents the shared secret, generated when the scriptis used on Active

Directory. This secret has to be provided to the firewall so that it can communicate
with Active Directory. Itis also provided by the spnego.bat script

SSO Agent

Single Sign-0n (SS0) allows a user to authenticate only once to access several services.

The SSO agent method requires the installation of the Stormshield Network SSO Agent application,
a Windows service that allows Stormshield Network firewalls to benefit from a seamless
authentication on Windows Active Directory. Please refer to the technical note Stormshield
Network SSO Agent - Installation and deployment for instructions on how to install this
application.

When a user logs on to the Windows domain by opening his session, he will automatically be
authenticated on the firewall. The principle is as follows: the SSO agent gathers information on the
identification of a user on the domain by connecting remotely to the event viewer on the domain
controller. The SSO agent then relays this information to the firewall through an SSL connection,
which updates its table of authenticated users.

From version 3 of the firmware onwards, up to 5 SSO agents can be declared, thereby making it
possible to manage authentication on 5 Windows Active Directory domains without approval
relationships. These domains must be declared beforehand as external Microsoft Active Directory
types of LDAP directories (Users > Directory configurationmodule). Additional SSO agents will be
named SSO Agent 1, SSO Agent 2, etc.

After having added this method, you can enter the information relating to its configuration.

SS0 Agent

Domain name Select the Microsoft Active Directory corresponding to the domain on which users will

y

be authenticated. This directory must be configured beforehand through the Directory
configuration module.
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IP address of the server for the machine hosting Stormshield Network SSO Agent.
By default, the port "agent ad" is selected, corresponding to port 1301. The protocol
used is TCP.

This key is used for SSL encryption in exchanges between the SSO agent (machine

hosting Stormshield Network SS0 Agent) and the firewall.
Enter the pre-shared key (password) defined during the installation of the SSO agent.

Confirm pre-shared key Confirm the pre-shared key/password that was typed in the previous field.

Pre-shared key
strength

This field indicates your password’s level of security: “Very Weak”, “Weak”, “Medium”,
“Good” or “Excellent”. The use of uppercase and special characters is strongly advised.

SS0 backup agent

The fields for configuring the backup SSO agent are the same as those for the main agent.

Domain controller

You will need to add all the domain controllers that control the selected Active Directory domain.
They have to be saved in the firewall’'s object database.

Add a domain
controller

Click to select or create the corresponding object. You will need to add all the domain
controllers that control the Active Directory domain. They have to be saved
beforehand in the firewall's object database.

€ notE

The firewall manages a single domain, as only a single directory can be
configured.

Advanced properties

Maximum
authentication
duration

Refresh user group
updates

Disconnection
detection
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Define the maximum duration for the session of an authenticated user. After this
period, the firewall will delete the user from its table of authenticated users, thereby
logging out the user.

This duration is to be defined in seconds or minutes. Itis set by default to 36000
seconds, or 10 hours.

If the Active Directory has been configured on the firewall (Directory configuration
module), the firewall will check for possible changes made to LDAP directory groups.
The firewall will then update its directory configuration then send this information to
the SS0O agent.

This duration defined in seconds, minutes or hours, is set by default to 3600 seconds,
or 1 hour.

This option allows deleting authenticated used when an associated host logs off or
when a session is shut down. This test to detect which hosts are connected to the
firewall is carried out either by pinging or by the registry database method.

If this method is not enabled, the user will only be disconnected after the defined
authentication period, even if his session is shut down.
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Detection method Select a log off method from PING or Registry database:

PING THE SSO agent tests the accessibility of all hosts authenticated on the
firewall every 60 seconds by default.
If it gets a host unreachable response or no response is received from an IP
address after the period defined hereafter, the SSO agent will send a logoff
request to the firewall. The firewall will then delete the user associated with
this IP address from its table of authenticated users, thereby logging out the
user.

Registry The Registry database (BDR) is a database used by the Windows operating
system to store information about the system’s configuration and installed
software. This method allows, for example, detecting a closed session on a
host that is still running,
In the event of a positive response to the ping, the SSO agent will log on
remotely to the host and check in the Registry database the list of users
with a session open on the host. This allows updating the firewall’'s table of
authenticated users.

Consider as disconnected after If a host does not respond to the ping after this period, it will be
considered disconnected. The firewall will then delete the user
associated with this host from its table of authenticated users.

This duration defined in seconds, minutes or hours, is set by default to

5 minutes.
Disconnection This option allows deleting authenticated used when an associated host logs off or
detection when a session is shut down. This test to detect which hosts are connected to the

firewall is carried out either by pinging or by the registry database method.
If this method is not enabled, the user will only be disconnected after the defined
authentication period, even if his session is shut down.

Enable DNS host This option allows managing changes to the IP addresses of user workstations and
lookup authenticating users who have logged on to hosts that have several IP addresses.

Guest method

This mode allows identification without authentication, for access to a public Wi-Fi network, for
example. This method automatically activates the display of the conditions of use for internet
access. These conditions can be customized in the Captive portal tab. By default, the frequency
of this display confirming the authentication is 18 hours and can be modified in the settings for
this method (disclaimertime).

When these “guest” users log on, these events will be logged with the addition of source MAC
addresses. This identification is checked every 4 hours, and this parameter can be setin the
following CLI command:

CONFIG AUTH GUEST (example: state=1 logontime=14400disclaimertime=64800)

@ NotE
In the security policy, the User object to select to match the Guest method is “All".
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Display frequency of ~ With this method, the Conditions of use for internet access — commonly known as
the Conditions of use  Disclaimer — are systematically shown to the user. A checkbox to indicate the user's
for internet access agreement has to be checked before the user can authenticate.

These conditions can be customized in the “Captive portal” tab.

If the feature has also been enabled in the profiles of the captive portal, this display
frequency will be different from the one configured for the other methods.

Temporary accounts

This service enables the management of accounts with a limited validity duration. These
accounts are meant to provide temporary public Internet access to persons outside the
organization. Temporary accounts are not saved in the LDAP directory(ies) declared on the
firewall.

Default validity This field allows setting a validity duration (in days) that will be suggested by default
duration of a new user when a new temporary account is created.

account (days)

Configure the listof  This shortcut will redirect you to the module Users > Temporary accounts to allow you
temporary accounts  to manage (add, modify, delete) these accounts.

Sponsorship method

This mode enables identification without authentication through the captive portal. The
sponsored party will need to enter his/her first name and last name and his/her sponsor's email
address. The sponsor will then receive an email containing a link to confirm this request. After the
request has been validated, the sponsored party will automatically be redirected from the captive
portal to the requested web page.

Minimum Define the minimum duration of a session for a sponsored user.

authentication

duration This duration is to be defined in minutes, hours or days. Itis set by default to 15
minutes.

Maximum Define the maximum duration of a session for a sponsored user. After this duration

authentication has lapsed, the firewall will log off the user.

duration

This duration is to be defined in minutes, hours or days. Itis set by default to 240
minutes, or 4 hours.

“Authentication policy” tab

The filter table allows you to define the rules of the authentication policy to be applied through
the firewall. High-priority rules are placed on top. The firewall executes rules in their order of
appearance in the list (rule no. 1, 2 and so on) and stops as soon as it reaches a rule that
matches the traffic that it processes. Itis therefore important to define rules from most specific to
most general.

If no rules have been defined in the policy or if the traffic does not match any of the specified
rules, the Default method will be applied. If this method has not been configured or the action has
been set to Block, all authentication attempts will be denied.
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Actions on the rules of the authentication policy

Search by user

New rule

Delete

Move up

Move down

Cut

Copy

Paste

Multi-user objects

ﬁ Page 54/450

This field allows searching by user login. The rules assigned to this user appear in the
table.

Example: If you enter “userl” in the field, all rules in the policy with “user1” as their
source will appear in the table.

Inserts a rule — predefined or to be defined — after the selected line. There are 2
possible choices.

o Standard rule: an authentication wizard will appear when this is selected. Please
refer to the following chapter to see the options offered in each screen.

o Guest method rule: this wizard offers to create an authentication rule through the
Guest method. This method cannot be combined with other methods within the
same rule as it does not require authentication.

€ notE

The User object to select to match the Guest method is “All".

€ notE

This method is incompatible with multi-user objects; all users connected in
Guest mode must have different IP addresses.

« Temporary account rule: this wizard offers to create an authentication rule through
the Temporary account method. This method cannot be combined with other
methods within the same rule.

« Sponsorship rule: this wizard offers to create an authentication rule through the
Sponsorship method. This method cannot be combined with other methods within
the same rule as it does not require authentication.

o Separator — rule grouping: This option allows inserting a separator above the
selected line and helps to improve the authentication policy’s readability and
visibility.

It may allow the administrator to prioritize rules, for example, or group those that
redirect traffic to different servers. You can collapse or expand the node of the
separator in order to show or hide the rule grouping. You can also copy/paste a
separator from one location to another.

Deletes the selected line.

Places the selected line before the line just above it.

Places the selected line after the line just below it.

Allows you to cut an authentication rule in order to move it.

Allows you to copy an authentication rule in order to duplicate it.

Allows you to duplicate an authentication rule after having copied it.

Defines one or several network objects authorized to allow several authentications on
the same IP address. Click on “Add an object” and select from the drop-down list a
host, network, IP address range or a group.

€ notE

The SSO method does not allow “multi user’ authentication.

Please refer to the last chapter Transparent or explicit HTTP proxy and multi-user
objects.
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New rule

The authentication policy allows creating rules based on a user or a group of users. Itis also
possible to target certain traffic by specifying its source. Click on the "New rule” button and select
"Standard rule”, "Guest rule”, Temporary account rule” or "Sponsorship rule” to launch the wizard.

Step 1: User authentication

Select the user or group concerned or leave the default value at “All”. This step is not offered for
rules associated with the "Guest” or "Sponsorship” methods.

Step 2: Authentication source

Click on Add an interface or Add an object in order to target the source of the traffic affected by the
rule. This may be the interface on which your internal network is connected (e.g.: IN interface) or
the object corresponding to the internal networks (e.g.: Network internals).

O note

The SSO agent authentication method cannot be applied with an interface as a criterion.
This method is based on authentication events collected by domain controllers, which do
notindicate the source of the traffic. A rule combining an interface as the source and the
SS0 agent method is therefore not allowed.

O note

The choice offered for the interface is the SSL VPN interface, indicating the interface on
which users of an SSL VPN tunnel are connected.

Step 3: Authentication methods

This step is not offered for rules associated with the "Guest’, Temporary account” or
"Sponsorship” methods.

Click on Authorize a method and select from the drop-down list the desired authentication
methods. The Default method selected corresponds to the method selected in the tab “Available
methods”.

The “Block” entry can also be selected. It will as such block any authentication attempt on traffic
affected by the rule.

The authentication methods are evaluated in the order in which they appear on the listand from
top to bottom. As the SSO agent method is transparent, it is by definition always applied as a
priority.

To enable the new rule, double-click on the status “Disabled”.

Default authentication Select the method that will be applied when the Default method is selected in the
method authentication policy. The methods offered are those added to the table of available
methods.

"Captive portal”tab

For the sake of strengthening security, the connection to the authentication portal and to the Web
administration interface is possible only by forcing certain options in the SSL protocol. Version
SSLv3 is disabled and the TLS versions enabled, according to the recommendations given by the
French Network and Information Security Agency (ANSSI].
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As these options are not supported in Internet Explorer versions 6, 7 and 8, you are advised to
use a higher version of this browser. Nonetheless, this mode may be disabled via command line
in the CLI (CONFIG AUTH HTTPS sslparanoiac=0/ CONFIG AUTH ACTIVATE).

The address of the captive or authentication portal is hosted on the firewall and accessible at:
https://<ip address>/auth

The captive portal has to be enabled for all authentication methods, except for the SSO agent.

Captive portal

Authentication profile and interface match

This table allows associating an authentication profile (profile of the captive portal) defined earlier
with an interface on the firewall. It is possible to Add or Delete a match rule by clicking on the
corresponding buttons.

Interface

Profile

Default method or
directory

SSL server

Certificate (private
key)

Select the network interface with which a profile of the captive portal must be
associated. This can be an Ethernet interface (in, out ...}, a modem or an IPSec
interface.

Select the profile to be associated with the network interface.

If the Enable captive portal checkbox was not selected in the chosen profile, the name
of the profile will follow the icon &

The authentication method or the directory associated with the selected profile will
automatically appear.

By default, the CA that the firewall’s authentication module uses is the firewall's own
CA, and the name associated with this CA is the product’s serial number.

Thus, when a user attempts to contact the firewall other than by its serial number, it
will receive a warning message indicating incoherence between what the user is trying
to contact and the certificate it is receiving.

By clicking on the icon o , the CA configuration screen will appear (server certificate)
and you can select a CA that was imported earlier.

Users are authenticated via the captive portal by default, through an SSL/TLS access
that uses a certificate signed by two authorities not recognized by the browsers. It is
therefore necessary to deploy these certificate authorities used by a GPO on users’
browsers. These authorities are by default the NETASQ CA and Stormshield CA,
available from the following links:

» http://pki.stormshieldcs.eu/netasg/root.crt.
« http://pki.stormshieldcs.eu/products/root.crt.

For further detail, please refer to the chapter Welcome > User awareness, under Initial
connection to the appliance.

Conditions of use for Internet access

Conditions of use for internet access can be displayed for the user. He will need to select the
checkbox indicating his agreement to the terms before being able to authenticate.
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This option can be enabled in the "Available methods" tab (Guest method) or "Captive portal
profiles” tab (other methods). You can customize these conditions by entering, for example, the
name of your company.

Select the conditions of use for internet access in HTML format Imports your version in HTML.
Select the conditions of use for internet access in PDF format Imports your version in PDF.

Advanced properties

Interrupt connections As soon as the authentication duration expires, connections will be interrupted, even

once the if the user is in the middle of a download.

authentication period

expires

Proxy configuration file This field allows sending to the firewall the .pac file, which represents the proxy’s
(.pac) automatic configuration file (Proxy Auto-Config), to be distributed. Users can retrieve

.pac files or check their contents by clicking on the button to the right of the field.

Users can indicate in their web browsers the automatic configuration script located at
https://if firewall>/config/wpad.dat.

Captive portal

Hide the header (logo) This option makes it possible to hide the Stormshield Network banner (this is the
Stormshield logo by default) when the user authenticates on the captive portal, for
confidentiality reasons.

Selecta logo to display You can select the image that will appear in the captive portal’s header. The format
(800x50 px) of the image has to be 800 x 50 px by default.

Selecta style sheetto  Import a new style sheet in css, which will override the portal’s graphics.
apply (CSS file)

The “Reset” button allows you to go back to the original versions of the visual identity (logo and
style sheet] and the default Conditions of use for internet access.

“Intemal interfaces” and “Extemnal interfaces” tabs

User passwords

Users cannot change By selecting this option, users will not be able to change their authentication

their passwords passwords on the Stormshield Network Firewall.
Users can change their By selecting this option, users will be able to change their authentication passwords
passwords from the authentication portal, at any time with no restrictions on validity.
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Users must change By selecting this option, users will need to change their authentication passwords on

their passwords the Stormshield Network Firewall on their first connection to the Firewall's
authentication portal, and then for each time the password expires. This duration is
specified in days without a specific time.

The field Lifetime appears below, allowing you to indicate the number of days the
password will remain valid.

@ nore

If the user password is valid for 1 day and that the password was initialized for the
first time at 2.00 p.m. on 25 November 2010, the password has to be changed from
12.00 midnight on 26 November 2010 and not 24 hours later.

Authentication periods allowed

Minimum duration Minimum duration for which the user can be authenticated, in minutes or in hours (up
to 24 hours).

Maximum duration Maximum duration for which the user can be authenticated, in minutes or in hours (up
to 24 hours).

For transparent This SS0-based (Single Sign-0n) authentication method allows defining the duration

authentication for which the firewall will not request any transparent re-authentication.

Advanced properties

Allow access to the By selecting this option, you will be authorizing the publication of the .pac file on the
.PAC file from internal internal interfaces.
interfaces The publication of the .pac file is also possible on external interfaces.

User enrolment

Stormshield Network offers web-based user enrolment. If the user attempting to connect does not
exist in the user database, he may request the creation of his account via web enrolment.

For certificate requests (CSR) by the user, they will be signed by the certificate authority (CA)
chosen by defaultin the menu Certificates and PKI.

Do not allow user If this option is selected, no “unknown” users will be able to register or create
enrolment accounts with the LDAP directory.

Allow web enrolment A user account has to be created in order for this option to be functional.

for users If this option is selected, any user who attempts to connect and who does not exist in

the user database will be able to request the creation of his account by filling in a web
form. The administrator will then be able to confirm or deny his request.

Allow web enrolment  If this option is selected, users will not only be able to request the creation of their

forusersand create  accounts if they do not exist in the user database, but they will also be able to
their certificates request the creation of a certificate.

Notification of a new enrolment

This option allows new enrolled users to be informed of the creation of their accounts in the user
database.

Do not send any e-mail By default, the drop-down list will show that no e-mails will be sent to the
administrator to inform him of enrolment requests.
You can also define a group of users to whom enrolment requests will be sent in the
menu Notifications\E-mail alerts\ Recipients tab.
Once this group has been created, it will automatically be included in the drop-down
list and will be able to receive requests if you select it.

Page 58/450 sns-en-user configuration. manual-v3.3.1 - 11/13/2017



€ SNS - USER CONFIGURATION MANUAL -V 3
STORMSHIELD AUTHENTICATION

User

Prohibit simultaneous This option makes it possible to prevent a user from authenticating on several
authentication of a computers at the same time.
user on multiple hosts By enabling this option, his multiple requests will automatically be denied.

Expiry of the HTTP cookie

Managing cookies for user authentication on the firewalls allows securing authentication by
preventing replay attacks for example, given that the connection cookie is necessary in order to
be considered authenticated.

Cookies are indispensable for allowing several users to authenticate from the same IP address.
These IPaddresses have to be entered in the list of Multi-user objects (Authentication policy tab).

Li IV

This option affects all methods except the SSO agent, which does not support multi-user
authentication.

The web browser negotiates cookies, therefore if authentication is carried out with Internet
Explorer, it will not be effective with Firefox or other web browsers.

At the end of the The HTTP cookie expires by default At the end of the authentication period, meaning
authentication period that it is negotiated only once throughout the whole duration of the authentication.

When a session is shut The cookie will be negotiated every time a request is sent to your web browser.

down
Do not use (not It is possible to function without using the HTTP cookie, but this option is not
recommended) recommended as it compromises the security of the authentication.

Conditions of use for internet access

Enable the display of Through this option, Conditions of use for internet access, also known as a Disclaimer,
the conditions of use can be shown to the user. The user must indicate his agreement to the terms by
forinternet access selecting the relevant checkbox before being able to authenticate.

These conditions can be customized in the “Captive portal” tab.

Li IV

This option to display the Conditions of use for internet access does not apply to the transparent
SS0 agent authentication method, as it does not require the activation of the authentication
portal.

Display frequency of  This display frequency will be the one configured for all methods expect Guest method
the Conditions (except (see the Available methods tab).
Guest method)

Transparent or explicit HTTP proxy and multi-user objects

Multi-user objects

The list of networks of options allows several authentications from the same IP address (see the
option Multi-user objects). This allows, for example, accessing applications and data from a
remote computer (TSE server] applying filtering by user. This Multi-user application only applies
to HTTP and HTTPS traffic.

Below is a brief description of the mechanisms that allow multi-user authentication. The various
modes are covered in the following chapters.
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Cookie mode

Multi-user objects have been made possible thanks to the Cookie mode; in which authentication
information is saved in a cookie by the browser during the first connection to each new queried
website. This information is forwarded in requests that follow to be intercepted by the firewall,
which will then be able to apply its policy.

Authentication offered by the browser (HTTP code 407)

The Proxy-Authorization - HTTP code 407 method can be used only for explicit proxies. The HTTP
protocol provides a field dedicated to authentication. The browser will prompt the user to
authenticate via a message window and the connection information will be relayed to the firewall
via the HTTP header. The security policy can then be applied.

The "Proxy-Authorization" (HTTP 407) authentication method via the browser does not allow the
SSL (certificates) and SPNEGO methods as they do notinvolve the authentication portal, even
though it needs to be enabled.

© notE

If an object is added to or deleted from the list of Multi-user objects, ensure that no
authentication process relating to this object has been saved. Using Stormshield Network
Realtime Monitor, check the use of this object in the User module and delete the
authentication of any authenticated users by right-clicking on them — action "Delete user
from ASQ".

Transparent proxy (implicit)

The transparent or implicit proxy allows filtering user requests without any configuration on the
client workstation (no proxy declaration in the browser). As such, the firewall's proxy will intercept
and filter all requests in order to allow or deny access to a website, for example.

This mode is recommended as it meets all requirements: authentication of the user according to
the selected method, SSL filtering (blocking of websites in HTTPS, for example), etc. The use of
this mode provides the benefits of all the features but nonetheless cannot use the transparent
authentication SSO agent method.

Single user Multi-user objects (Cookie mode)
Methods Inspections Methods Inspections
All methods All inspections All methods All inspections
except SSO agent

Explicit proxy

When a proxy is entered in the browser, two modes of authentication are possible:
« Standard or Cookie mode

This mode is easy to set up thanks to the Explicit HTTP proxy rule creation wizard, offered in the
Filtering module. Two rules are generated — one redirects traffic to the explicit HTTP proxy, and the
other applies the filter policy. Prescriptions with regard to user authentication have to be
stipulated in a rule to be inserted between the two rules that the creation wizard generates, after
the redirection to the HTTP proxy and before authorizing traffic via the Explicit HTTP proxy.

« Authentication offered by the browser (HTTP code 407)
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The feature Proxy-Authorization - HTTP code 407 can be enabled in the advanced properties of
the HTTP protocol module (Proxy tab) accessible via the menu Application protection.

There are however certain restrictions to these modes, as shown in the table below:

Single user Multi-user objects
Standard mode "Proxy-Authorization” code Cookie mode "Proxy-Authorization” code
407 407
Methods Inspections Methods Inspections Methods Inspections Methods Inspections
All All o LDAP All All All o LDAP All
methods inspections , RrapIUS inspections methods inspections | RADIUS inspections

except on excepton except excepton except on
SSLtraffic  * KE'DETOS  qq) affic  SSDagentSSLtraffic  * KEPETOS gy traffic
Filteringby e SSOAgent  Filtering by Filtering by Filtering by
user user user (HTTP A passwordsin user

A passwords in only) plaintext

plaintext (encoded in

(encoded in base 64)

base 64)

Content filtering can only be applied to HTTP traffic.
Filtering by user can be applied to HTTP and HTTPS, except for multi-user networks in Cookie
mode (HTTP only].

Explicit mode involves HTTP traffic via the CONNECT method. HTTPS traffic is then encapsulated in
HTTP and the method for sending requests allows setting up a relationship of trust between the
clientand the server.
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o The Antivirus tab: detection of viruses attached to documents, which may arise when
sending or receiving e-mails (POP3, SMTP) or through file transfers (FTP).

o The HTTPblock page tab: page that appears during an attempt to access a website that has
not been allowed by the filter rules.

Antivirus tab

POP3 protocol

Contents of the e-mail This field allows modifying the text of the message received when a virus is detected

SMTP protocol

SMTP error code

Accompanying
message

FTP protocol

FTP error code

Accompanying

in an e-mail.

Example: Your Stormshield Network firewall has detected a virus in this e-mail - the
embedded antivirus has cleaned it; infected attachments were removed.

Restricted to 3 digits, this field allows defining the error code that the SMTP server will
receive when a virus is detected in a sent e-mail.

Example: 554

This field contains the message that will be sent to the SMTP server when a virus is
detected.

Example: 5.7.1 Virus detected.

Restricted to 3 digits, this field contains the error code that the user or the FTP server
will receive when a virus is detected in a transferred file.

Example: 425
This spot is reserved for the message that will be sent with the error code when a virus

message is detected while sending/receiving a file to/from an FIP server.
Example: Virus detected. Transfer aborted.
“HTTP block page” tab

This window presents by default the HTTP block page thatis displayed during an attempt to
access a site that has been blocked by URL filter rules. In a filter rule, there are 4 versions of block
pages to choose from.

By default, a block page consists of an icon and a message clearly explaining why the page has
been blocked, and showing for example, to which URL category the unauthorized website
belongs. Example: The company’s policy does not allow access to this page. It falls under the
category: “Games”.
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The block page can be fully customized. You can choose to display just a logo, a sentence, ora
combination of both. Each field on the page can be modified: the logo, font, font size or even the
font color.

Each of these 4 customizable HTML pages has multilingual support, meaning that the message
thatappears can be displayed in several languages. The version of the text displayed when a
page is blocked is selected according to the browser's default language.

An e-mail notification to the administrator can also be associated with the page to request the
unblocking of access to a website.

Block page tabs

Each of these 4 block pages can be configured in the drop-down menu Modify. The entries are:

Modify Allows customizing the HTTP block page by modifying the HTML code.

Clicking on this button opens up two dedicated tabs below the block window. These
tabs allow the use of a simplified editor or an HTML editor, covered in detail in the
chapter below.

Rename Allows customizing the name of the current block page.

Reset

Allows resetting to the default data of the block page.

Copyto Allows copying the settings of the current block page and applying this model to one

of the other block pages.

Editing block pages

You can customize the page by replacing the image displayed on the page. The HTML page also
offers multilingual support.

Depending on the chosen language, it is possible to customize the message displayed when the
website is blocked, as well as a notification e-mail to the administrator to request a categorization
orunblocking of access to the blocked website.

The page exists in several languages by default and offers the possibility of adding new
languages.

There are variables that allow making the information dynamic, such as the categories to which
the blocked sites belong.

These variables are:

$host Queried domain name (e.g.: www.google.com)

$url Page of the queried domain

$protected url Page of the queried domain — encoded in a format that can be processed by the
browser or mail client

$user Name of the authenticated user (if known)

$src Name of the source or its IP address

$url group Name of the category group

$protected url group  Name of the category group - encoded in a format that can be processed by the

browser or mail client

$cat group Name of the URL category

$protected cat group  Name of the category - encoded in a format that can be processed by the browser or
mail client

$url rule Number of the block rule in the URL filter policy

$url_policy Number of the URL filter policy

To display the full URL, both variables need to be concatenated as follows: $host$ur
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Simplified editing uses a WYSIWYG interface and allows importing an image.

Actions on the table

Add

Delete
Modify image

Default language

The table

Creates a new version of the HTML page. By clicking on this button, a new line
appears, allowing you to indicate the language and the other information to display.
Deletes an existing version. Select the line to be deleted and click on this button.

This button allows customizing the block page by importing an image. Only JPG, GIF
and PNG formats are accepted.

This field selects the version of the page to display, in the event the browser does not
have a specified default language or if the language specified in the browser is not
one of the languages of the page.

Each line corresponds to a language of the HTML page message and a version of the e-mail
notification to the administrator (request to unblock access).

Language ID
Page title
Block message

Contact e-mail

HTML editor

Language of the message to be displayed by the HTML page. This field has to be a

two-character identifier of a valid country (IS0 3166-1 alpha-2) so that the browser

can detect it.

Title displayed in the browser’s window or tab

Clicking on the cell opens an editing window: a text box allows entering the version of

the block page’s message. This field allows entering HTML tags to format the text.

Clicking on the cell opens an editing window: the name of an e-mail link can be

entered at the end of the message. If this field is empty, no e-mails will appear on the
age.

Tphegpreview field allows you to see the e-mail that will be sent if a mail client has

been installed on the host.

The information to enter is the e-mail address of one or two recipients, the subject of

the e-mail and the message. A box will show the variables that can be used.

The text box allows copying all the HTML code of the block page in order to modify it. Code from a
customized HTML page can also be pasted.

Images embedded in the HTML page have to be encoded in base64 and contained in the image

tag.

This code embeds various versions of the page’s message and information about the e-mail

notification.

& Page 64/450

P

sns-en-user configuration. manual-v3.3.1 - 11/13/2017



%

STORMSHIELD CERTIFICATES AND PKI

CERTIFICATES AND PKI
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PKI or Public Key Infrastructure is a cryptographic system (based on asymmetrical
cryptography]. It uses signature mechanisms and certifies public keys (by associating a key to
a user] which allow encrypting and signing messages as well as traffic in order to ensure
confidentiality, authentication, integrity and non-repudiation.

The Stormshield Network PKI allows generating and issuing certificate authorities (CAs) as well as
certificates. These contain a bi-key associated with information that may belong to a user, a
server, etc. The aim of Stormshield Network’s PKI is to authenticate these elements.

For the use of the SSL VPN feature, the CA (certificate authority) “SSL VPN-full-default-authority”
includes a server certificate “openvpnserver’ and a user certificate “openvpnclient”. This allows
the client and the Stormshield Network firewall's SSL VPN service to identify each other without
relying on an external authority.

The window of the Certificates and PKI module consists of 3 sections:

o Atthe top of the screen, the different operations possible in the form of a search barand
buttons.

o 0On the left, the list of authorities and certificates.

« On theright, details concerning the authority or certificate selected earlier in the list on the left,
as well as the information concerning the CRL and the configuration of the CA or sub-CA.

Possible operations

Search bar

Filter

Al
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Certificate authorities

User certificates

Server certificates

Smartcard certificates

Enter the name of the particular certificate or CA you are looking for if it exists.

The search field will list all certificates and CAs with names that correspond to the keywords
entered.

Example:

If you type “a” in the search bar, the list below it will show all certificates containing an “a”.

This button allows you to select the type of certificate to display and to view only items that are
relevant to you. A drop-down menu will offer you the following choices:

Represented by the icon [*] , this option allows displaying all existing authorities and
certificates in the list on the left.

Represented by the icong , this option allows displaying all existing authorities and
sub-authorities in the list on the left.

Represented by the icon O this option allows displaying only user certificates and
the CA that they depend on.

Represented by the icon l?!:'), this option allows displaying only server certificates and
the CA that they depend on.

Represented by the icon@, this option allows displaying only Smartcard certificates
and the CA that they depend on.
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Add

The Certificates and PKI module window makes it possible to Add several types of authorities:
For each of them, a wizard will appear so that the authority’s properties can be defined.

To find out which characters are allowed or prohibited in various fields, please refer to Appendix A:
Allowed names.

@ NotE
You can now add CRLDPs (Certificate Revocation List Distribution Points) for CAs imported

via the GUI.
Delete
This button relates to the left column. Select the item from the list of CAs, sub-CAs or certificates
that you wish to remove and click on Delete.
Action

This button relates to the left column. Select a CA, sub-CA or certificate from the list and click on
the Action button. The possible actions vary according to the type of object selected.

Actions on a CA or sub-CA

Create orrenew a CRL A CRL (Certificate Revocation List] is a list of certificate IDs that have been revoked or
are no longer valid and are no longer trustworthy. The certificate authority signs this
listin order to prevent it from being modified by unauthorized parties.

This action allows creating or renewing a CRL for the selected CA or sub-CA.

You need to enter the password that protects the authority, and then click on Create
orrenew a CRL

Remove the CRL This action allows deleting the CRL for the selected CA or sub-CA.
€ REMARK
This action is not available (grayed-out option) when the CA or sub-CA does not
have a CRL

Set as default This action allows defining the certificate authority used by default on the Firewall.

Actions on a certificate

Delete private key This action allows deleting a certificate’s private key. When the certificate is used in
the firewall’s configuration, you will be asked to confirm the deletion. It will then be
possible to:

« Cancel the deletion (click on Cancel],

« Display configuration elements in which the certificate is used (click on
Check certificate use),

« Confirm the deletion of the private key (click on Confirm deletion).

€ REMARK
This action is not available (grayed-out option) when the selected certificate
does not have a private key.
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LDAP publication This action allows publishing a user’s certificate in the LDAP directory. To do so, the e-
mail address specified in the creation wizard for this certificate must be the same as
the one used in the user’s properties in the firewall directory.

When the user has a private key, you will be asked to enter a password to protect this
certificate and its private key in a directory. Next, confirm this password. A gauge will
indicate the password’s level of security: “Very weak’, “Weak”, “Moderate”, “Good” or

’

“Excellent”. You are strongly advised to use a combination of uppercase and
lowercase letters, numbers and special characters.

Download
This button allows you to download CAs, sub-CAs and certificates, by selecting them from the list
on the left.
1. Awindow will open offering you the following options:
“Open with — Browse”
or
“Save file”

A certificate import wizard will then appear, if you have selected “Open with”. It helps to copy
certificates, list of trusted certificates and CRLs from your hard disk to the certificate library.

A certificate sent by a CAiis a confirmation of your identity and contains information used in
protecting your data and establishing secure network connections.

2. Click on Next and select the file to import.
3. Next, enter the password. Two options are available:

o Enableincreased protection for private keys. You will be asked to enter the private key
each time an application uses it, if you enable this option.

« Tagthis key as exportable. This will allow you to transport your keys later.

4. Click on Next, and you will access the certificate library. Windows may automatically select
the certificate library, or you can specify the location of the certificate.

Two options are available:

« Automatically select the certificate library according to the type of certificate.
« Add all certificates to the following library: select the location by clicking on “Browse”.

5. Click on Next, you will reach the end of the certificate import wizard which summarizes the
parameters that you have configured.

6. Click Finish. A “Security warning” screen may appear and ask you to confirm the installation
of your certificate (this will depend on your 0S configuration).

The ‘downloads’ menu will also offer the export of a certificate revocation list (CRL) in PEM or DER
format.

@ NoTE

Any issues encountered during this procedure are beyond Stormshield Network’s
competence.

Check usage

You can look for the features or modules that use the selected certificate.
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Adding authorities and certificates

The Add button has a drop-down list offering 6 options that will enable the creation of an authority
or a certificate, via a wizard.

Adding a root authority

A root authority or “root CA” is an entity that signs, sends and maintains certificates and CRLs
(Certificate Revocation Lists).

You will need to define the properties of the authority you wish to add:

@ WARNING
This information cannot be modified after the creation of the authority is confirmed.

CN Enter a name that would allow you to identify your root authority, limited to a
maximum of 64 characters. This name may refer to an organization, a user, a server, a
host, etc.

Example

Stormshield Network

€ NoTE

This field has to be entered in order to continue the configuration.

Identifier Even though this field is not mandatory, you can indicate here a shortcut to your CN,
which will come in handy for your command lines.

Example
If you had selected a first name and last name for your CN, the ID may indicate just

the initials.

Select the parent CA (if necessary)
Selecting a parent authority involves first entering the authority’s attributes in the fields below.

Parent CA Even though a CA is made up of certificates, it can also involve sub-CAs that depend
onit.

A sub-CA can only be used after the identification of its “Parent authority” or CA.
Password for the Define a password if you wish to indicate that you are indeed in charge of the parent
parent CA CA.

Certificate authority attributes

During this step, you will need to enter general information regarding the authority that you wish
to implement. The information entered will be found in your CA’s certificate and in your users’
certificates.

 NoTE

For sub-CAs, these data are already pre-entered. And unless you modify the configuration,
not all of this information can be modified later.

Organization (0) Name of your company (e.g.: COMPANY]).
Organizational Unit "Branch” of your company (e.g.: INTERNAL).
(o)
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Locality (L) City in which your company is located (e.g.: Villeneuve d'Ascq].
State or province (ST) State or province in which your company is located (e.g.: Nord).
Country (C) Select from the list the country in which your company is located (e.g.: France).
Click on Next.

Next, you will need to secure access to your authority.

In this step of the PKI configuration wizard, you will need to enter a password that will allow you
to protect your certificate authority’s private key.

@) WARNING

You are advised against choosing passwords that are too easy. We recommend that you
mix uppercase and lowercase letters with numbers and special characters.

Certificate authority password

Password (min. 8 char) Enter a password of at least 8 characters in order to protect access to your CA.

© warNING

The firewall will not save this password. If you forget your password, you will
need to reinitialize the PKl and as such, you will lose the configuration
parameters that you had defined for it.

Confirm password Type your password again in this field in order to confirm it.
Mandatory password This field indicates your password’s level of security: “Very Weak”, “Weak”, “Medium”,
strength “Good” or “Excellent”.

You are strongly advised to use uppercase letters and special characters.

E-mail address

Entering your e-mail address in this field will allow you to receive a message confirming that your
authority has been created.

Key size (bits)

When you create a CA, you need to select the size of the key that the firewall will generate in order
to allow traffic encryption. The larger the key, the more secure it is.

4 key sizes (in bits) are available:
1024 If you select this key size, the password generated for your authority will be 1024 bits.

€ NoTE

This number corresponds to 1024 characters visible in the console on your
workstation.

1536 If you select this key size, the password generated for your authority will be 1536 bits.
2048 If you select this key size, the password generated for your authority will be 2048 bits.
4096 If you select this key size, the password for your authority should not exceed 4096
bits.
@ waRNING

Even though large keys are more effective, you are advised against using this
key with entry-level appliances as this will mean the key will take a long time to
be generated.

@ Note
The computation of big keys may slow down your Stormshield Network appliance.
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Validity (days)

This field corresponds to the number of days for which your certificate authority and
consequently your PKI, will be valid. The date affects all aspects of your PKl as indeed, once this
certificate expires, all user certificates will also expire. This value cannot be modified later.

@ NoTE

The value of this field must not exceed 3650 days.

Click on Next.

In this step of the wizard, you will need to enter the configuration regarding the distribution of the
CRL (Certification Revocation List). This information will be embedded in the generated CAs and
will allow applications that use the certificate to automatically retrieve the CRL in order to check
the certificate’s validity.

You can now manage your certificate revocations in the table that appears on the screen and
enter the URLs that act as distribution points for revoked (invalid) certificates.

When you click on this button, a new line will appear allowing you to entera URLas a
distribution point for certificate revocation lists.

The first URL you enter will be numbered “1” and so on for the URLs that follow. The
firewall will process items in the CRL according to their order of appearance on the
screen.

Delete Select the line to delete and click on this button to remove it from the list.
Move up Move your URL up one line in the order of priority in the table by clicking on this

button.
Repeat this operation until your URL reaches the number you wish to assign to it.

Move down Bring down your URL one or several places in the list using this button.

The following window sets out a summary of the information in your certificate.
Click Finish.
You will now see in the left column of the Certificates and PKl screen the CA that you have just

created, represented by the icon(® (which represents the default CA).

By clicking on the relevant CA, detailed information about it will be displayed on the right side of
the screen in 3 tabs:

“Details” tab

This tab contains 4 sections setting out data concerning the “Validity” of the authority, its
recipient (“Issued for’), its “Issuer’ and its “Fingerprint” (information about the CA and its
version).

“CRL" tab

Rounds up information regarding the CRL: its la validity including the last and next update, the
table of distribution points and the table of revoked certificates which should contain a serial
number, a revocation date and a reason for the revocation (optional).

The maximum lifetime of certificates has been increased to ten years.
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“Properties” tab
This tab presents the Key size (bits), the Validity (days) and the Encryption algorithm for the
certification authority (including the CRL validity (days) for the CA, limited to a maximum of 3650
dags], user certificates, Smartcard certificates and server certificates.

Adding a sub-CA

During the creation of a sub-CA, the windows are similar to those for the root CA. The configuration
wizard for a sub-CA requires a “parent” reference from which it will copy information.

The CA selected as a reference for the sub-CA will be the default CA, or the last CA selected before
clicking on “Add a sub-CA”.

You will need to entera CN and an ID to begin with. Next, enter the password of the parent
authority in the field “Password for the parent CA".

D
Theicon allows you to view the password in plaintext to check that it is correct.

Click on Next.
The screen that follows will ask for the password of your CA and a confirmation.

You can also enter your E-mail address, Key size (in bits), as well as the duration of your sub-CA’'s
Validity (in days).

You will then see a summary of the information entered.

@ NoTE
To view your sub-CA in the list to the left, expand the parent CA to which it is attached.

Click Finish.

By clicking on the relevant sub-CA, detailed information about it will be displayed on the right side
of the screen in 3 tabs:

“Details” tab

These 4 sections will contain the same data concerning the “Validity” of the authority, its recipient
(“Issued for’), its “Issuer” and its “Fingerprint” (information about the product and its version).

“CRL” tab

Rounds up information regarding the CRL: its la validity including the last and next update, the
table of distribution points and the table of revoked certificates which should contain a serial
number, a revocation date and a reason for the revocation (optional).

“Properties” tab
This tab presents the Key size (bits) and the Validity (days) for the certification authority

(including the CRL validity (days) for the CA, limited to a maximum of 3650 days), user
certificates, Smartcard certificates and server certificates.

Adding a user certificate

In the configuration wizard, the administrator will specify information relating to the user forwhom
he wishes to create a certificate, by entering the user's e-mail address.

Once the certificate has been generated and published by the administrator, the user will receive
a confirmation e-mail that his certificate has been created and will be able to use it for logging on
(if the e-mail sending option has been enabled).
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@ NoTE

The user certificate also depends on a parent CA, and will therefore select the default CA.
Click on the button Add a user certificate.

Name (CN) Enter your user's name, limited to a maximum of 64 characters.
(mandatory)

€ NotE

This field has to be entered in order to continue the configuration.

Identifier Even though this field is not mandatory, you can indicate here a shortcut to your CN,

which will come in handy for your command lines.

Example If you had selected a first name and last name for your CN, the ID may
indicate just the initials.

E-mail address In this field, enter the e-mail address of the user for whom you wish to create a
(mandatory) certificate.

Next, you will need to specify various options for your user certificate.
The field “Validity” is set by default to 365 days, and the field Key size to 2048 bits.

@ NoTE

To view your certificate created in the list to the left, expand the parent CAto which itis
attached.

Publication in LDAP directory

You can choose to associate the user certificate with your LDAP database by selecting the option
“Publish this certificate in the LDAP directory”.

If this