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Getting started

When the bypass function found on some SNS firewalls and network modules is enabled (ready
to be triggered), during critical hardware and software failures, network traffic is channeled
through the SNS firewall without being analyzed.

The bypass function ensures service continuity in sensitive environments. Do note, however,
that due to the way they operate, the high availability feature on SNS firewalls is incompatible
with the bypass function.

This technical note provides details on:

* Information regarding bypass components, their interactions and communication modes, as
well as how bypass operates,

* The SNS firewalls and network modules that are equipped with bypass,

* Information on the interfaces of bypass segments, and on inserting the network module,
* The operation of Safety mode in bypass, and its configuration on SNS firewalls,

* How to check the bypass status on SNS firewalls.
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Bypass operating principle

This section presents Information regarding bypass components, their interactions and
communication modes, as well as how bypass operates.

Bypass components and interactions

Microcontroller

The microcontroller (or uController) is an essential component of the bypass. When it triggers
the bypass mechanism, the bypass communication mode changes. This change is known as a
"switch”.

There are two possible types of switch:

» When the bypass mechanism is enabled (ready to be triggered), and a critical hardware or
software failure occurs on the SNS firewall, the microcontroller triggers the bypass
mechanism, which switches the communication mode from normal to bypass mode.
Depending on the type of failure, the microcontroller will immediately trigger the bypass
mechanism, or wait for the watchdog to time out.

* When the bypass mechanism has been triggered, the communication mode remains in
bypass mode as long as the bypass mechanism has not been reset. Resetting the bypass
mechanism switches the communication mode from bypass to normal mode.

Watchdog

The watchdog, which is built into the microcontroller, serves as a timer, which can be configured
in the SNS firewall's settings.

When the status of the watchdog can no longer be refreshed by the SNS firewall hardware
manager, especially when the SNS firewall's operating system is no longer responding or is
saturated, the timer will start counting down. When the timer is at zero, this means that the idle
timeout has been reached, and the microcontroller triggers the bypass mechanism (switch to
bypass mode).

Bypass segments

A bypass segment consists of two interfaces that are associated as a pair. This association is
set in the hardware and cannot be changed.

When the bypass mechanism is triggered (switch to bypass mode}, all network traffic from the
bypass segment will be diverted from one interface to the other, and passes through the SNS
firewall without being analyzed.

MNetwork traffic

Metwork Interface 0 NIC Controller O

————————— R

uController

______________

Metwork Interface 1 NIC Controller 1

MNetwork traffic
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Bypass communication modes and switching

Bypass communication mode switching depends on the bypass mechanism. When the
mechanism is triggered, the communication mode on the interfaces in the bypass segment
switches from one mode to another.

There are two bypass communication modes.

Normal communication mode

This is the default communication mode for the bypass.

In this mode, network interface connections on the bypass segment are connected to network
controllers. The SNS firewall's security rules then apply to the network traffic.

MNetwork traffic
MNetwork traffic

Bypass communication mode

MNetwork Interface 0 NIC Controller O

uController

______________

MNetwork Interface 1 NIC Controller 1

This mode is used only when the bypass mechanism has been triggered.

In this mode, network interface connections on the bypass segment are disconnected from
network controllers, and diverted to the other interface to create a looped crossover connection.
All network traffic is then diverted from one interface to the other, and passes through the SNS
firewall without being analyzed.

Network traffic
MNetwork traffic

Switch time

MNetwork Interface 0 NIC Controller 0

T
'
——mmmmmmm = Lo

______________

MNetwork Interface 1 NIC Controller 1

This is the time that the bypass mechanism needs to switch from one communication mode to
another. This takes approximately 100 ms.

@ IMPORTANT
The switch time does not correspond to the recovery time as other elements have to be taken
into consideration. This duration is explained in the section Configuring bypass in Safety mode.
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Bypass operating modes

Two operating modes enable interaction with bypass's communication modes.

Security mode Safety mode

Prioritizes network security and protection. Prioritizes service continuity.

Default operating mode when Safety mode is not Operating mode that needs to be manually enabled
enabled. in the SNS firewall configuration.

The bypass function remains permanently disabled. = The bypass mechanism is enabled, meaning that it

is ready to be triggered.
The bypass communication mode permanently

remains in normal mode. When a triggering event occurs, the bypass
mechanism is then triggered, which will switch the
bypass mechanism's communication mode.

© NotE
Safety mode is explained in the section Configuring bypass in Safety mode.
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SNS firewalls and network modules equipped with
the bypass function

This section lists the SNS firewalls and network modules that are equipped with the bypass
function.

© NotE

On SNS firewalls that require a network module, only the slot for inserting the module is
indicated. For further information, refer to the Procedures for inserting or removing extension
modules in the SNS presentation and installation guide.

SNi40

STORMSHIELD
SHikd

e Number of bypass: 1, e Number of bypass: 1,
e Bypassincluded,  License option required,

e The"in"and "out” interfaces are paired, and forma ¢ The "in"and "out” interfaces are paired, and form a
bypass segment. bypass segment.

SN-M-Series-520 (SN520)

STORMSHIELD SN-M-SERIES-520

* A network module is required in order to benefit from the bypass function. It has to be
inserted in the extension slot intended for this purpose.
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SN-M-Series-720 (SN720) and SN-M-Series-920 (SN920)

STORMSHIELD

* A network module is required in order to benefit from the bypass function. It has to be
inserted in the extension slot intended for this purpose.

SN1100

1 2 s s
oo =F % % T 9
STORMSHIELD = = Frory I I l I !
K100 roner, @ i
Yol s ] T s

* A network module is required in order to benefit from the bypass function. It has to be
inserted in the extension slot on the left.

* The SNS firewall BIOS has to be in version R1.01 or higher to ensure the proper operation of
the bypass function. For more information, refer to the technical note SN1100 - Updating
BIOS to version R1.01.

0

8-port 1Gbps copper network module (NA-EX-CARD-BP-8xG-C])

e Number of bypass: 4,

12—1 1 1 A
& Yn j A o Compatible SNS firewalls: SN-M-Series-520, SN-
M-Series-720, SN-M-Series-920 and SN1100,

L k E & I o Lowest SNS version required: 4.8.1,
252 2 2 e Interfaces are paired vertically, and form bypass

segments.
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Configuring interfaces on a bypass segment

This section shows how to configure interfaces on a bypass segment in the SNS firewall web
administration interface.

Accessing interface configuration panel

Go to Configuration > Network > Interfaces.

In the grid:

* The icon #] indicates the SNS firewall connection interface. If the IP address of this interface
is changed during configuration, the connection to the SNS firewall will be lost, and you will
need to use the new IP address to connect again.

:T: NETWORK / INTERFACES
Q £ LS Z | # Edit~ + Add~ X Delete | FD Monitor Il'_:'. Go to monitoring & Check usage
Interface Paort Type Status IPv4 address Comm
™ out a0) 1 Ethernet, 1 Gbit/s
M in a0 2 Ethernet, 1 Gbit/s
M dmz1 -] 3 Ethemnet, 1 Gbit/s
4

* Theicon [iI! indicates that an interface is associated with a bypass segment. This icon does
not appear in SNS 4.3 LTSB versions. If several bypass segments are available, you can
scroll over the icon to display the name of the other interface in the bypass segment.

]
x‘
M dmz14 L\\) 3
Type: Ethernet, Protected The bypass mechanism will be enabled on this interface enly if it is included in the same bridge as
Status: ¥ Disabled, Not connected the dmz13 interface.
Port: 16
Systemn name: ighS

Grouping interfaces from the bypass segment into a bridge

To enable the bypass mechanism on a bypass segment, you will need to group both of its
interfaces into a bridge. Although this grouping is not mandatory on SNi40 and SNi20 firewalls,
it is strongly recommended.

© Note
On SNS firewalls that are equipped with a network module, the bypass mechanism cannot be

enabled on aggregated module interfaces.

Go to the interface configuration panel.
Click on Add > Bridge > No members.
Give the bridge a name, then click on Apply.

The bridge configuration window appears. In the Address range section, define the desired
address range.

Hw e
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5. In Managing members, select the interfaces of the bypass segment in question.

=T= NETWORK / INTERFACES

Q & S T 4 3 NEW_BRIDGE1 CONFIGURATION
IS GENERAL ~ ADVANCED PROPERTIES
™ out [0 —
Min an) Address range
™ dmz1 +]
IPv4 address @® Dynamic IP (obtained by DHCP) O Fixed IP (static)

* Advanced DHCP properties

r u
iy new_bridge1

I

Managing members

AVAILABLE INTERFACES MEMBER INTERFACES
™ out

min

6. Click on Apply.

If the interfaces in question and/or address range entered are already being used in the SNS
firewall configuration, errors will appear in the Verification of the configuration section. In this
case, you need to adapt the SNS firewall configuration and/or select another address range
before you can group the interfaces into a bridge.

Once you have created the bridge with the interfaces from the bypass segment:

* 0On SNS firewalls that have several bypass segments, the icon [ilil is now next to the bridge,

=T= NETWORK / INTERFACES

Q & S 2| # Edit~ + Add > X Delete | F‘Dl\.‘lonitor B3 Go to monitoring | ® check usage

Interface Port Type Status |Pv4 address

B u}) new_bridge_hb [hel Bridge

M dmz15 17  Ethemet ,,y! Enabled, Not connected
M dmz16 18 Ethemnet j! Enabled, Mot connected

B v} new_bridge_bp (el Bridge
) dmz? 11  Ethemet j! Enabled, Not connected
mz themet «¥ ! Enabled, Not connecte
dmz10 12 Eth ! Enabled, N d

rui

* 0On SNi40 and SNi20 firewalls, the icon I remains next to the interfaces from the bypass

Segment.
u
= NETWORK / INTERFACES
Q * & = | LEdt~ + Add~ X Delete | I Monitor B3 Gotomonitoring | ® Check usage
Interface Port Type Status IPv4 address Comm
B nly new_bridgel Bridge
M out o] 1 Ethemnet, 1 Gbit/s
M in o] 2 Ethernet, 1 Gbit/s
4 dmz1 +] 3 Ethemet, 1 Gbit/s

Optimizing interface and bridge configuration

You can optimize the configuration of interfaces from the bypass segment and the bridge to
speed up the bypass process. These optimizations are recommended.
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Configuring the same media on both bypass segment interfaces

1. Go to the interface configuration panel.

2. Double-click on the first interface in the bypass segment.

3. Inthe Advanced properties tab, select the appropriate Media for your environment.

4. Click on Apply.

sl= NETWORK / INTERFACES

a £ 2

Interface

B o]} new_bridge1

M out
min
M dmz1

Z | £Editr + Add - X Delete | G Monitor  E3 Gotomonitoring | @ Check usage
£ OUT CONFIGURATION
Aol GENERAL ADVAMNCED PROPERTIES
IR
4 Other settings
Media
Media 100 Mbit/s full duplex -

- |

5. Double-click on the second interface in the bypass segment.
6. Inthe Advanced properties tab, select the same Media.

7. Click on Apply.

Disabling Spanning Tree protocols on the bridge

Go to the interface configuration panel.

Double-click on the bridge that groups both bypass segment interfaces.

3. In the Advanced properties tab, under Loops detection (Spanning Tree), ensure that Disable
Spanning Tree protocols has been selected.

4. Click on Apply.

== NETWORK / INTERFACES

Interface
B ul} new_bridge1
M out
Min
M dmz1

q, & M C | & Edit~

FEEN

+ Add v X Delete | % Monitor B3 Go to monitoring @ Check usage

£ NEW_BRIDGE1 CONFIGURATION

GENERAL ADVANCED PROPERTIES

Other settings

MTU 1500

MAC address MAC address

Physical MAC address

Loops detection (Spanning Tree)

® Disable Spanning Tree protocols
O Enable Rapid Spanning Tree Protocol (RSTP)
O Enable Multiple Spanning Tree Protocol (MSTP)
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Configuring bypass in Safety mode

This section explains how bypass in Safety mode functions, and how to configure it in the SNS
firewall web administration interface.

Understanding how Safety mode functions

Safety mode prioritizes service continuity. When this mode is enabled:

* The bypass mechanism is enabled (ready to be triggered) on all bypass segments that
have been configured to use it,

* When a triggering event occurs, the bypass mechanism is triggered, which switches the
bypass’'s communication mode to bypass,

* Once the bypass mechanism has been triggered, the only way to switch the communication
mode from bypass to normal is to reset the bypass mechanism.

If the Safety mode is not enabled, Security mode will be used. In this mode, the bypass
function remains permanently disabled, even during a critical failure.

Events that trigger the bypass mechanism in Safety mode

The bypass mechanism is triggered whenever one of the following events occurs:

e When the SNS firewall experiences an electrical failure or power outage,
* When the SNS firewall restarts, once the BIOS has been initialized.

O NotE
The bypass mechanism will be automatically reset once the SNS firewall restarts.

* During a software failure, especially when the SNS firewall's operating system has stopped
responding or is saturated, after the watchdog has timed out.

Recovery time

This is the time required to ensure service continuity. Depending on the triggering event, you
need to add up all the times in the table, or only some to determine the theoretical recovery

time.
“ Time required for recovery (to be added up)

Watchdog timer 1 to 4 minutes, depending on the duration set in the Safety mode configuration.
The timer starts when the status of the watchdog can no longer be refreshed by the
SNS firewall hardware manager, especially during a software failure. When the timer
is at zero, this means that the idle timeout has been reached, and the bypass
mechanism will be enabled (communication in bypass mode]).

Switch time Approximately 100 ms.
This is the time required to switch the bypass’'s communication mode.

Remote device Generally between 3 and 10 seconds.

detection time After a switch, this is the time that remote devices need to detect the change in

status ("DOWN" or "UP") on interfaces in the bypass segment. The duration varies by
remote device and the version installed on the SNS firewall.
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Accessing Safety mode configuration

1. Go to Configuration > System > Configuration, General configuration tab.

2. Expand the Advanced properties section.
Safety mode settings can be found in the Hardware section.

On SNS 4.3 LTSB versions, the interface is slightly different, but Safety mode is configured in
the same way.

151 SYSTEM / CONFIGURATION

GENERAL CONFIGURATION FIREWALL ADMINISTRATION NETWORK SETTINGS

« Advanced properties

Idle timeout monitoring (watchdog)

Idle timeout timer (watchdog) 5m L)

Hardware

[ Enable safety mode

Reset safety mode

Enabling or disabling Safety mode

Reminder: Safety mode cannot be enabled on SNS firewalls in high availability.

1. Go to the Safety mode settings.
On SNS firewalls that have several bypass segments, a list shows the bypass segments on
which Safety mode will be enabled.

2. Selector unselect the Enable safety mode checkbox.
3. Click on Apply.

Hardware

@ safety mode will be applied to the next pair of interfaces that are configured as a bridge
[dmza - dmz10] ; [dmz15 - dmz16]
Go to network settings

I [0 Enable safety deEI

Reset safety mode

Setting the watchdog timer (idle timeout)

1. Go to the Safety mode settings.

2. Inthe drop-down list below the Enable safety mode checkbox, select the desired timeout.
The selectable values range from 1 to 4 minutes.

3. Click on Apply.
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Hardware

@ Safety mode will be applied to the next pair of interfaces that are configured as a bridge
[dmza - dmz10] ; [dmz15 - dmz16]
Go to network settings

Reset satety mode

Resetting the bypass mechanism (resetting Safety mode)

Once the bypass mechanism is triggered, the only way for the SNS firewall to analyze traffic
again is to reset the bypass mechanism. Resetting the bypass mechanism switches the
communication mode to normal mode, which will then involve a recovery time that corresponds
to the switch time and remote device detection time.

The bypass mechanism will be automatically reset when the SNS firewall completes its startup
phase.

You can manually reset the bypass mechanism in the SNS firewall web administration
interface.

1. Go to the Safety mode settings.
2. Click on Reset safety mode.

Hardware

@ Safety mode will be applied to the next pair of interfaces that are configured as a bridge
[dmz9 - dmz10] ; [dmz15 - dmz16]
Go to network settings

[ Enable safety mode

1 min -

Reset safety mode

3. Inthe window that appears, confirm that you want to reset Safety mode.

RESET SAFETY MODE

9 This will reset safety mode. Continue anyway?

CANCEL RESET SAFETY MODE

@ IMPORTANT

After a manual reset, check whether network traffic is functioning properly, as connections that

are initiated during the active phase of the bypass mechanism will be shut down, and have to be
set up again by remote devices.
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This section explains how to check the bypass status on the bypass segments of an SNS
firewall (Safety mode enabled, bypass mechanism triggered, etc.).

In the dashboard module

This use case is exclusive to SNS 4.8 and higher versions.

In the web administration interface, go to Monitoring > Dashboard. The Network widget provides
a graphical representation of the interfaces on an SNS firewall:

* When Safety mode is enabled (bypass mechanism ready to be triggered), interface
numbers on bypass segments appear in an orange circle,

i DASHBOARD

NETWORK

* When the bypass mechanism has been triggered, interfaces on bypass segments appear in
orange with a two-way arrow that links them.

i DASHBOARD

NETWORK

In the CLI/Serverd console

You can interact with the bypass by using the command set SYSTEM BYPASS and the
command MONITOR BYPASS.

In the CLI/SSH console

The bypass operating mode appears in a message after authentication:
* "Operating mode : Security” indicates that Security mode is in use,
» "Operating mode : Safety” indicates that Safety mode is enabled,
* "Operating mode : Bypass" indicates that the bypass mechanism has been triggered.

In the CLI/SSH console, you can interact with the bypass by using the command enbypass.
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Last login: Tue
: \ (I EUROPE)
Firewall software version 4.8.4 RELEASE

addressIPv4 addressIPv6

l‘:l or

Mname

out

D

B no-1in
1 no-link
4

= or

P

up

; down

down

dmz4 down

dmz5 gb3 down
Operating mode :

[ I =TT

3]

~

With the status of LEDs on RJ45 network port connectors
By going to the physical location of the SNS firewall, you can check the status of LEDs on the
RJ45 network port connectors of bypass segments.

SNi40 and SNi20

When the bypass mechanism has been triggered, LEDs on RJ45 network port connectors of
bypass segments are switched off on SNi40 and SNi20 firewalls.

STORMSHIELD
SHi20

8-port 1Gbps copper network madule (NA-EX-CARD-BP-8xG-C)

On SNS firewalls that are equipped with an 8-port 1Gbps copper network module (NA-EX-CARD-
BP-8xG-C), when the bypass mechanism has been triggered:

e LEDs on RJ45 network port connectors of bypass segments are switched off,
* LEDs indicating the status of the network module, which are usually green, are red.

Bypass mechanism not triggered Bypass mechanism triggered

-

—_— _l-. —!_-.— | ——— -
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With logs

Several bypass-related logs can be generated. Here are a few examples:

Bypass mechanism triggered as the watchdog has timed out

id=firewall time="YYYY-MM-DD HH:MM:SS" fw="SNXXXXXXXXXXXXX" tz=+0200 startime="YYYY-MM-DD HH:MM:SS" pri=6
service=hardwared msg="Bypass mode triggered: timer expired”

Bypass Safety mode enabled (bypass mechanism ready to be triggered)

id=firewall time="YYYY-MM-DD HH:MM:SS" fw="SNXXXXXXXXXXXXX" tz=+0200 startime="YYYY-MM-DD HH:MM:SS" pri=5
service=enbypass msg="Bypass activated on segments 0,1,2,3"

On SNi40 and SNi20 firewalls, the bypass segments in question do not appear.

Bypass mechanism reset (Safety mode reset)

id=firewall time="YYYY-MM-DD HH:MM:SS" fw="SNXXXXXXXXXXXXX" tz=+0200 startime="YYYY-MM-DD HH:MM:SS" pri=5
service=enbypass msg="Run-time bypass watchdog rearmed”

With MIBs and SNMP traps

Information on the status of the bypass on the SNS firewall's bypass segments can be retrieved
with the MIB STORMSHIELD-SYSTEM-MONITOR-MIB, SNMP table snsBypassTable.

To do so:

* Download the SNMP MIBs from your MyStormshield personal area, in Downloads >
Downloads > Stormshield Network Security > SNMP MIBs.

* Configure the SNMP agent module in the SNS firewall web administration interface.

For more information, refer to the SNMP agent section in the SNS user manual.
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Additional information and answers to some of your questions may be found in the Stormshield
knowledge base (authentication required).
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