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Description

- Changes to section "Enabling and configuring the SSL VPN service" (information
regarding TPM).

- Changes to section "Enabling and configuring the SSL VPN service".

- SN SSL VPN Client 3.2.3 release
- Changes to sections "Operation and limitations", "Installing SN SSL VPN Client",
"Setting up SSL VPN tunnels with SN SSL VPN Client" and "Troubleshooting".

- Changes to sections "Configuring authentication”, "Installing SN SSL VPN Client”
and "Troubleshooting”

- Changes to sections "Operation and limitations" and "Setting up SSL VPN tunnels”
- Changes to section "Configuring authentication”
- SN SSL VPN Client 3.2 release

- Compatibility with TOTP added
- Changes to sections "Requirements”, "Operation and limitations", "Configuring the
SNS firewall" and "Setting up SSL VPN tunnels”

- Changes to section "Configuring authentication”

- Changes to sections "Requirements”, "Configuring the SNS firewall”, "Installing and
configuring the SSL VPN client”, "Setting up an SSL VPN tunnel” and "Reading logs"

- Compatibility with Windows 11 in 64 bits added

- SN SSL VPN Client 3.0 release
- Changes to the "Requirements” section
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Getting started

SSL VPN allows remote users to securely access a company’s resources - internal or otherwise -
via the SNS firewall. An SSL VPN client must be installed on the user’s workstation or mobile
device before an SSL VPN tunnel can be set up with the SNS firewall.

Communications between the SNS firewall and the user are then encapsulated and protected
via an encrypted TLS tunnel. This tunnel will only be set up if the server and client certificates
presented are signed by a trusted certification authority (CA}, thereby guaranteeing
authentication, confidentiality, integrity and non-repudiation.

This technical note explains how to configure the SSL VPN service on the SNS firewall, and how
to install and configure an SSL VPN client until an SSL VPN tunnel is set up.
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Requirements

You will need the following to perform the operations described in this technical note:

Prior connection of the SNS firewall to a directory

The SNS firewall must be connected to a directory so that it can display the lists of users and
user groups in its modules. By doing so, the users and user groups allowed to set up SSL VPN
tunnels can be determined during the configuration of the SSL VPN.

You can check this connection in the SNS firewall's administration interface in Configuration >
Users > Authentication > Available methods. An LDAP line must appear in the grid. For more
information, refer to the section on Authentication in the v4 or v3 user guide of the SNS version
used.

Permissions to access the SNS firewall’s captive portal

The SNS firewall’s captive portal must be enabled and users who will connect via SSL VPN must
be able to access it. In particular, such access will allow them to retrieve the VPN configuration.

You can check the configuration of the captive portal in the SNS firewall's administration
interface in Configuration > Users > Authentication, Captive portal and Captive portal profiles
tabs. For more information, refer to the section on Authentication in the v4 or v3 user guide of
the SNS version used.

Prior configuration of components involved in multifactor authentication
(optional)

If you intend to use multifactor authentication for SSL VPN connections, the following
components must already be configured:

¢ The selected multifactor authentication solution,

¢ The RADIUS server, with which the SNS firewall can be associated with the selected
multifactor authentication solution.
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Operation and limitations

Compatible SSL VPN clients
e SN SSL VPN Client, in its most recent 3.x version. SN SSL VPN Client is compatible with 64-
bit Windows 8.1, 64-bit Windows 10 and 64-bit Windows 11,

¢ OpenVPN Connect, compatible with Windows, mac0S, Linux, i0S and Android. Refer to the
OpenVPN website for more information,

* SN VPN Client Standard, in its most recent 6.x version. SN VPN Client Standard is compatible
with Windows 10 and Windows 11 with a 64-bit Intel processor. For more information on
how to configure and use this client, refer to the SN VPN Client Standard User guide.

Maximum number of SSL VPN tunnels allowed on SNS firewalls

This number varies according to the SNS firewall model used. You can find this information on
the Stormshield website, under All our products > Network security.

Specific characteristics of Stormshield SSL VPN clients

Automatic connection mode

SN SSL VPN Client has an automatic connection mode in which it can securely retrieve its SSL
VPN configuration. This mode operates as follows:

* During the initial connection in Automatic mode:

© The SN SSL VPN Client authenticates the first time on the SNS firewall and automatically
retrieves its SSL VPN configuration,

© The SN SSL VPN Client authenticates a second time on the SNS firewall to set up the SSL
VPN tunnel.

* During subsequent connections:

© If there are no new SSL VPN configurations, the SN SSL VPN Client authenticates on the
SNS firewall to set up the VPN tunnel,

© If a new SSL VPN configuration is available, SN SSL VPN Client must authenticate again,
in the same way as for an initial connection, to retrieve the new configuration.

SN SSL VPN Client also has a manual connection mode in which the SSL VPN configuration must
be manually integrated. Do note that OpenVPN Connect has only one manual connection mode.

Running scripts

The SN SSL VPN Client can run scripts on the user's workstation (Windows only) every time an
SSL VPN tunnel is opened or closed.
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Multifactor authentication methods compatible with the SN SSL VPN Client

This table lists the compatible multifactor authentication methods according to the version
installed on the SNS firewall and the connection mode that the SN SSL VPN Client uses.

SNS version Connection mode used by Password + OTP only Push mode TOTP
the SN SSL VPN Client oTP

4.5 or higher All modes (V] (V] (V] V)

43 and 4.4 All modes (V] o o Q
Automatic mode 0 0 0 o

3.x, 4.2 or below

Manual mode (v] (v) Q Q

The SN SSL VPN Client's connection modes are: Automatic mode (with or without address book)
and manual mode.
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Configuring the SNS firewall

Before setting up SSL VPN tunnels, several modules must configured on the SNS firewall. Even
though some have already been configured, ensure that the following components described in
this chapter have been configured :

* Configuring authentication,

* Assigning access privileges to the SSL VPN,

* Enabling and configuring the SSL VPN service,

* Creating filter and NAT rules.

Perform the operations in this chapter in the SNS firewall’s administration interface.

Configuring authentication

Go to Configuration > Users > Authentication.

Adding RADIUS as an authentication method (optional)

If you are using multifactor authentication for SSL VPN connections, RADIUS makes it possible
to connect the SNS firewall to your RADIUS server (configured beforehand], which itself is
connected to your multifactor authentication solution (configured beforehand.

1. Go to the Available methods tab.
2. Click on Add a method or Enable a method, then click on RADIUS.

3. Follow the instructions. For more information on which fields to enter, refer to the section on
Authentication in the v4 or v3 user guide of the SNS version used.

4. If you are using multifactor authentication in Push mode, you must change the RADIUS
timeout to give users enough time to authenticate. For a 30-second timeout, for example,
use the following CLI/serverd commands:

CONFIG AUTH RADIUS timeout=30000
CONFIG AUTH RADIUS btimeout=30000
CONFIG AUTH ACTIVATE

Configuring the authentication policy

1. Go to the Authentication policy tab.

2. In the Default method area, Method to use if no rules match field, identify the method
specified. Proceed accordingly.

The firewall uses the default LDAP method and | use only this method

The current configuration will suffice. Continue to Configuring the captive portal.

In all other cases

In all other cases (restricted only to authentication, the use of multifactor authentication, TOTP,
etc.), you must add two rules. You can also set rules for specific user groups to strengthen
security. Do note that during authentication, rules will be scanned in the order of their
appearance in the list.

Add the first rule:
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1. Click on New rule > Standard rule.
2. Inthe User tab, User or group field: select the relevant user group. Any user@ applies to all
users on the domain.
3. Inthe Source tab, click on Add an interface and select the external interface through which
users authenticate (e.g. out).
4. In the Authentication methods tab in the grid, select the Default method row and click on
Delete.
5. Click on Authorize a method and select the method (LDAP, RADIUS, etc.) that makes it
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possible to connect to the firewall's captive portal and retrieve the VPN configuration.

Add the second rule:

Click on New rule > Standard rule.

In the User tab, User or group field: select the relevant user group. Any user@ applies to all
users on the domain.

In the Source tab, click on Add an interface and select SSL VPN.

In the Authentication methods tab in the grid, select the Default method row and click on
Delete.

Click on Authorize a method and select the method (LDAP, RADIUS, etc.) that makes it
possible to set up SSL VPN tunnels.

Configuring the captive portal

1.

2.

Go to the Captive portal tab of the Authentication profile and interface match grid, and click
on Add.

In the Interface column, select the SSL VPN clients’ source interface. If you are using a
PPPoE or VLAN interface, select it instead of the physical parent interface.

In the Default method or directory column, check the directory entered: If it is the right
directory, the profile selected be correctly pre-configured. Continue to Assigning access
privileges to the SSL VPN.

If it is not the right directory, select another profile, such as default05, and go to the Captive
portal profiles tab. Select this other profile, choose the right directory from the Default
method or directory field and enable the captive portal in the Advanced properties section.

Assigning access privileges to the SSL VPN

Go to Configuration > Users > Access privileges.

Allowing all users to set up SSL VPN tunnels

1.

In the Default access tab, SSL VPN policy field, select Allow.

Allowing some users and user groups to set up SSL VPN tunnels

1.

s w N

In the Default access tab, SSL VPN policy field, select Block.

In the Detailed access tab, click on Add to create a custom access rule.
Select the relevant user or user group.

In the SSL VPN column, select Allow as the action.

Enable the rule by double-clicking in the Status column in the relevant row.
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Enabling and configuring the SSL VPN service

To enable the SSL VPN service on the SNS firewall:

1. Go to Configuration > VPN > SSL VPN.
2. Setthe status cursor to ON.

Several sections are available for the configuration of the SNS firewall'’s SSL VPN service.

Network settings section

1. Inthe UTM IP address (or FQDN) used field, indicate the IP address that users must use to
reach the SNS firewall to set up SSL VPN tunnels.

* If you enter an IP address, it must be public, and therefore accessible over the Internet,

* Ifyou enteran FODN (e.g., ssl.company.tld}, it must be declared on the DNS servers that
the client device uses when it is outside the corporate network. If you have a dynamic
public IP address, you can use the services of a provider such as DynDNS or No-IP. In
this case, configure this FODN on the SNS firewall in Configuration > Network > Dynamic
DNS.

2. Inthe Available networks or hosts field, select the object representing the networks or hosts
that will be reached through the SSL VPN tunnel. This object makes it possible to
automatically set on the client device the routes needed to reach resources that can be

accessed via the VPN.
You will need to set filter rules to more granularly allow or prohibit traffic between remote

clients and internal resources. You may also need to set static routes for access to the
network assigned to VPN clients on corporate network devices located between the SNS
firewall and the internal resources provided.

3. In Network assigned to clients (UDP) and Network assigned to clients (TCP), select the
object corresponding to the network that will be assigned to VPN clients. The network mask
must not be smaller than /29 for SNS versions 3.x or 4.2 and below, or /28 for SNS versions

4.3 and above.
You can assign different networks to VPN clients in UDP and TCP. The VPN client will always

choose the UDP network first for better performance.
As for the network or sub-networks:

* Choose a network dedicated to SSL VPN clients that does not belong to any existing
internal networks, or declared by a static route on the SNS firewall. Since the interface
used for the SSL VPN is protected, the SNS firewall would then detect an IP spoofing
attempt and block the corresponding traffic,

* Choose seldom-used sub-networks (e.g., 10.60.77.0/24] to prevent routing conflicts on
client devices during the connection to the SSL VPN. Many filtered Internet access
networks (public Wi-Fi, hotels, etc) or private local networks already use the first few
reserved address ranges.

4. The maximum number of simultaneous tunnels allowed will appear automatically. This
number corresponds to the minimum value between the maximum number of tunnels
allowed on the SNS firewall (see Operation and limitations) and the number of sub-networks
available for VPN clients. For the number of sub-networks, depending on the SNS version,
this represents:

e 3.xor4.2 and higher a quarter of the number of IP addresses, minus 1. An SSL VPN
tunnel consumes 4 IP addresses, but the server reserves 1 sub-network for its own use.

* 4.3 and higher a quarter of the number of IP addresses, minus 2. An SSL VPN tunnel
takes up 4 IP addresses, but the server reserves 2 sub-networks for its own use.
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DNS settings sent to client section

1. Inthe Domain name field, enter the domain name assigned to the SSL VPN clients so that
they can resolve their host names.

2. Inthe Primary DNS server and Secondary DNS server fields, select the object representing
the DNS server to be assigned.

Advanced properties section

1. Inthe UTM IP address for the SSL VPN (UDP) field, especially in one of the following cases:
* The IP address used for setting up the SSL VPN tunnels (UDP) is not the main IP address
of the external interface.
 The IP address used for setting up the SSL VPN tunnels (UDP) belongs to an external
interface that is not linked to the default gateway of the firewall.
Select the object representing the IP address used for setting up SSL VPN tunnels (UDP).
The SSL VPN service listens on all of the SNS firewall's IP addresses by default.

2. Inthe Port (UDP) and Port (TCP) fields, you can modify the listening ports of the SSL VPN
service. Some ports are reserved for the SNS firewall’s internal use only and cannot be
selected. If you change any of the default ports, the SSL VPN could become inaccessible
from networks (hotels or public WiFi) on which Internet access is filtered. On 4.3 versions
and higher, port 443 is the only port below 1024 that can be used.

3. Inthe Interval before key renegotiation (seconds) field, you can change the length of time
after which the keys used by the encryption algorithms will be renegotiated. The default
value is 4 hours (14400 seconds). This operation is transparent for the user - the active
tunnel will not be disrupted during renegotiation.

4. When Use DNS servers provided by the firewall is selected, the SSL VPN client will save the
DNS servers retrieved via the SSL VPN in the workstation’s network configuration (Windows
only). If DNS servers are already defined on the workstation, they may be queried.

5. When Prohibit use of third-party DNS servers is selected, the SSL VPN client will exclude
DNS servers already defined in the workstation's configuration (Windows only). Only DNS
servers sent by the SNS firewall can be queried.

Scripts to run on the client

On Windows workstations, SN SSL VPN Client can run .bat scripts when a VPN tunnel is opened
or closed. In these scripts, you can use:

e Windows environment variables ($USERDOMAIN%, %SystemRoot%, etc.),

e Variables relating to the SSL VPN tunnel: ¥NS USERNAME% (user name used for
authentication) and %NS ADDRESS% (IP address assigned to the SSL VPN client].

Example of a script to connect the Z: network drive to the \\myserver\myshare shared network:

NET USE Z: \\myserver\myshare

Example of a script to disconnect the Z: network drive from the \\myserver\myshare shared
network:

NET USE Z: /delete

Certificates used

Select the certificates that the SNS firewall’s SSL VPN service and the SSL VPN client must
present to set up a tunnel. The default suggestions are the certification authority dedicated to
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the SSL VPN, and a server certificate and a client certificate created when the firewall was
initialized.

If you use your own certification authority, you must create a client identity and a server
identity. If this CA is not the root authority, both peer certificates have to be issued from the
same sub-authority.

On firewalls that are equipped with a TPM and are in SNS version 4.7 and higher:

* You can select a server certificate with a TPM-protected private key. The 42 icon indicates
certificates with a TPM-protected private key,

* Client certificates with a TPM-protected private key cannot be selected as the private keys
of such certificates must be available in plaintext (unencrypted) in the VPN configuration
that is distributed to VPN clients.

For more information ranging from TPM protection of private keys in the firewall's certificates, to
the configuration of such certificates in the firewall's modules, refer to the technical note
Configuring the TPM and protecting private keys in SNS firewall certificates.

Configuration

The Export the configuration file button exports the SSL VPN configuration in.ovpn format.

Creating filter and NAT rules

Go to Configuration > Security policy > Filter - NAT.

Configuring the filter policy

Set the rules that allow or do not allow SSL VPN clients to access internal resources. In our
example, we added two rules to allow connections from UDP and TCP SSL VPN clients to our
intranet over HTTP.

For increased security, you can also create rules for specific user groups (User field) and use
advanced filter functions (inspection profiles, application proxies, antivirus scans, etc.).

1. In the Filtering tab, click on New rule > Single rule.

Double-click on the number of the rule to edit it; a new window will open.
In the General tab, Status field, select On.

In the Action tab, Action field, select pass.

s wn

In the Source tab, General sub-tab, Source hosts field, select the object that represents the
IP addresses of UDP SSL VPN clients for the first rule. For the second rule, select the object
that represents the IP addresses of TCP SSL VPN clients.

In the Advanced properties sub-tab, Via field, select SSL VPN tunnel.

7. In the Destination tab, Destination hosts field, select the object that represents the internal
server or the intranet.

8. In the Port - Protocol tab, Destination port field, select https.
9. Click on OK.

Filter policy on an SNS firewall in version 4 (same in version 3).
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Configuring the NAT policy

Set up a network address translation (NAT) rule if UDP and TCP SSL VPN clients must access the

Internet.

1. Inthe NAT or IPv4 NAT tab, click on New rule > Single rule.

Double-click on the number of the new rule to edit it; a new window will open.

2
3. Inthe General tab, Status field, select On.
4

In the Original source tab, Source hosts field, select the objects that represent the IP
addresses of SSL VPN clients in UDP and TCP.

o ¢

In the Outgoing interface field, select SSL VPN.
In the Original destination tab, Destination hosts field, select Internet.

7. In the Translated source tab, Translated source host field, select the object that represents
the public IP address.

8. In the Translated source port field, select ephemeral fw and select the option select a
random translated source port.

9. Click on OK.

NAT policy on an SNS firewall in version 4 (same in version 3).
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Installing and configuring the SSL VPN client

This chapter explains how to install and configure the SN SSL VPN Client and OpenVPN Connect.

Installing and configuring the SN SSL VPN Client

Downloading the SN SSL VPN Client

* From the Stormshield SSL VPN website.
Log in to https://vpn.stormshield.eu/ and follow the instructions given.

* From the MyStormshield personal area.
Log in to your MyStormshield personal area and go to Downloads > Downloads >

Stormshield Network Security > SSL VPN.

* From the captive portal of the SNS firewall that hosts the SSL VPN service.
Authenticate on https://firewall IPaddress/auth, and in the Personal data tab, click on SSL

VPN Client.
Captive portal on an SNS firewall in version 4 (similar in version 3).

STORMSHIELD
% Network Security

Welcome wess. | ogout in 03:13

LOGIN / LOGOUT PERSONAL DATA

= Certificate authority of the SSL proxy
| - ssLvPNClient |

F=W=Y1 Fr=T r E Lrre 1

Installing the SN SSL VPN Client

The SN SSL VPN Client can only be used by a single Windows user profile, and must be installed
on its end user’s profile in one of the following ways. The installation requires local
administrator privileges on the workstation or the user must enter the login and password of an
administrator account.

Standard installation
1. Run the msi package downloaded earlier on the workstation.
2. Follow the steps in the installation wizard.

Deployment via a group policy (GPO)

By deploying the SN SSL VPN Client via a group policy (GPO), it will be automatically installed
when the workstation connects to the company network. To set up this deployment, you must
first retrieve the msi package.

Since the SN SSL VPN Client is not a multi-user application, you must set its installation policy
in the User configuration tree of the domain controller: Group Policy Management editor >
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Default Domain Policy > User configuration > Policies > Software settings > Software
installation.

To make it easier for users to connect to the SSL VPN, you can fill in the Firewall address field in
the connection window of the SN SSL VPN Client by changing the value of the registry key HKEY_
CURRENT USER\Software\STORMSHIELD\SSL VPN Client\address.

Configuring the SN SSL VPN Client

There are several connection modes that the SN SSL VPN Client can use. Refer to the section
Specific characteristics of Stormshield SSL VPN clients to check the compatibility of the modes
with multifactor authentication.

Configuring Automatic mode

In Automatic mode, the SN SSL VPN Client automatically retrieves the VPN configuration after
authenticating the user and validating permission to use the SSL VPN.

1. Right-click on the SN SSL VPN Client 8 icon in the Windows system tray.
2. Click on Automatic mode to use this mode.

To enter connection information and set up SSL VPN tunnels, continue to the section Setting up
SSL VPN tunnels with SN SSL VPN Client. You can also enter connection information in the
address book (see following section).

Configuring the address book (Automatic mode required)

The SN SSL VPN Client has an address book with which it memorizes addresses for the user
profile (firewall address, login and password). Automatic mode must be enabled in order to use
the address book.

Opening the address book
1. Right-click on the SN SSL VPN Client 8 icon in the Windows system tray.

2. Click on Address book.

3. Ifthe address book is protected by a password, enter it to open the address book. If itis
not, you can protect access to the address book by using the options Protect the address
book with a password and Modify password.

Address book ? ot
Search: | Item(s): 1/1
Marme Firewall address Username | Password | Description | TP | &' Add |
Documentation Firewall 172,16.123.234:8126  john.doe o Acces to Doc servers true
%1 Modify |
| .ﬁ Delete |
[ Display passwords
g Import |
"F Export |
1item(s)

[v Protect the address book with a password  #* Modify password H save Start VPN Cancel |

Page 16/28 | sns-en-ssl vpn_tunnels technical note - 01/18/2024



‘dl SNS - TECHNICAL NOTE
STORMSHIELD CONFIGURING AND USING SSL VPN ON SNS FIREWALLS

Adding or changing an address in the address book

1. Click on Add to add a new address. To change an existing address, select it and click on Edit.
2. Inthe Name field, assign a name to the address.

3. In the Firewall address field, indicate the IP address of the SNS firewall (IP or FQDN]) to reach
in order to set up the SSL VPN tunnel. If the port of the firewall’s captive portal is different
from the default port (TCP/443), enter the address and listening port separated by colons
(address:port),

In the User name field, enter the user’s login.
5. Inthe Password and Confirm fields, enter the user's password. Leave these fields empty if

an OTP only or Push mode multifactor authentication is used for the connection to the SSL
VPN

In the Description field, provide a description of the address if necessary.
7. Select OTP if a multifactor authentication method is used for the connection to the SSL VPN.

Click on OK.
Documentation Firewall ? by
Mame: |D|:u:|_|mentaﬁ|:|n Firewall

Firewall address: | 172,15,125.254:8126

Username: |j|:|hn.|:h:|e

Passwaord: |"|"|---"|-u.-
Confirm: ||||----------
Description: |.-5.|:|:E5 to Doc servers
OTP: v Enabled

QK Cancel

Once configuration is complete, go to Setting up an SSL VPN tunnel with SN SSL VPN Client.

Configuring Manual mode

In manual mode, import the configuration components (CA, certificate, private key, etc.) that the
SN SSL VPN Client must use, compiled in an .ovpn file. Automatic mode must be disabled order
to use this mode.

1. To retrieve the .ovpn file:

* From the captive portal of the SNS firewall that hosts the SSL VPN service.
Authenticate on https://firewall IPaddress/auth, and in the Personal data tab, click on
SSL VPN profile for mobile OpenVPN Connect clients (single .ovpn file).

* From the SNS firewall's administration interface.
Go to Configuration > VPN > SSL VPN > Advanced configuration, and click on Export the
configuration file.

2. Right-click on the SN SSL VPN Client 8 icon in the Windows system tray and click on
Manual mode > Add a profile.

3. Selectthe .ovpn file.
4. Assign a name to the connection profile.
5. Click on OK.

Once configuration is complete, go to Setting up an SSL VPN tunnel with SN SSL VPN Client.
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Installing and configuring OpenVPN Connect

Installing OpenVPN Connect

* 0On a workstation: download the application from the OpenVPN website and install it,

* 0On a mobile device: install the application from the Google Play Store or the App Store.
Configuring OpenVPN Connect

This operation must be performed during the initial connection, or when the SSL VPN

configuration of the SNS firewall is modified, e.g., after a certificate is changed.

1. On your device, authenticate on https://firewall IPaddress/auth, and in the Personal data a
b, click on or press SSL VPN profile for mobile OpenVPN Connect clients [single .ovpn file).

portal on an SNS firewall in version 4 (similar text in version 3).

STORMSHIELD
‘%’ Network Security

Welcome . Logout in 03:13

LOGIN / LOGOUT PERSONAL DATA

= Certificate authority of the SSL proxy
= SSL VPN Client
+ SS5L VPN profile for OpenVPN clients
I = SSL VPN profile for mobile OpenVPN Connect clients I

2. Import the .ovpn file into OpenVPN Connect:
 On a workstation, open the application and import the file via Import Profile > File,

* 0On a mobile device, attempt to open the file, then from the choices given in the device,
select OpenVPN Connect. The Import Profile > File window appears.

4 Import Profile — Import Profile

URL
LURL FILE

Drag and drop to upload .OVPHN profile.
- e ; : = 1 new OpenVEN profiles are available for import

You can import only one profile at a time.
e =y = o [openvpn_mobile_client]
1
: : Standard Profila
1
| 1
: 1 ADD DELETE
.OVPN :

3. Next, follow the instructions given. Refer to the OpenVPN website for help whenever
necessary.

Once configuration is complete, go to Setting up an SSL VPN tunnel with OpenVPN Connect.
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Setting up an SSL VPN tunnel

Now that the SNS firewall and SSL VPN client are configured, you can proceed to setting up an
SSL VPN tunnel.

Setting up SSL VPN tunnels with SN SSL VPN Client

Connecting SSL VPN tunnels in Automatic mode

1. Double-click on the SN SSL VPN Client & icon in the Windows system tray to open the
connection window.

Stormshield Metwerk 550 VPN Client et

Firewall address: |

Username: |

Password: |

lv LUze multifactor authentication

OTP code: |

K Cancel |

2. In the Firewall address field, indicate the IP address of the SNS firewall (IP or FQDN]) to reach
in order to set up the SSL VPN tunnel. If the port of the firewall’s captive portal is different
from the default port (TCP/443), enter the address and listening port separated by colons
(address:port),

3. Inthe User name field, enter the user’s login.

In the Password field, enter the user's password. Leave this field empty if an OTP only or
Push mode multifactor authentication is used for the connection to the SSL VPN .

5. Select Use multifactor authentication if a multifactor authentication method is used for the
connection to the SSL VPN .

6. Inthe OTP code field (which appears if Use multifactor authentication is selected), enter a
one-time password, unless a Push mode multifactor authentication method has been used
for the connection to the SSL VPN .

7. Click on OK. The SN SSL VPN Client authenticates on the SNS firewall. If the authentication is
unsuccessful, check the connection information, or whether the OTP has expired (if
entered).

Connecting SSL VPN tunnels by using the address book

1. Right-click on the SN SSL VPN Client® icon in the Windows system tray, then click on
Address book to open it. Automatic mode must be enabled in order to use the address book.

2. Ifthe address book is protected by a password, enter it to open the address book.
Select the address from which you are connecting and click on Connect.

Page 19/28 sns-en-ssl vpn_tunnels technical note - 01/18/2024



%

STORMSHIELD

SNS - TECHNICAL NOTE

CONFIGURING AND USING SSL VPN ON SNS FIREWALLS

Address book

? bt
Search: | |Itern{s}: 1/1
Mame Firewall address /| Username | Password | Description OTP " Add |
Documentation Firewall 172.16.125.254:8126  john.doe . Acces to Doc servers true
) Modify |
| ﬁ Delete |
r Display passwords
® Import |
F Expart |
1item(s)
[ Protect the address book with a password % Modify passward | H save Start VPN | Cancel |

4. If a multifactor authentication method (OTP) is used for the connection to this address,
enter a one-time password in the OTP code field. Leave this field empty if a Push mode

method is used. Click on OK.

Stormshield Metwork 550 VPN Client *

Firewall address: I 172.16,125,254:8126

Isername: Ijnhn.due
Password: I-------------

v Use multifactor authentication
OTP code: I

QK Cancel

5. The SN SSL VPN Client authenticates on the SNS firewall. If the authentication is
unsuccessful, check the address information, or whether the OTP has expired (if entered).

Connecting SSL VPN tunnels in Manual mode

1. Right-click on the SN SSL VPN Client @ icon in the Windows system tray, click on Manual

mode and on the profile on which you are connecting.

Stormshield Metwork SSLVPM Cli..

Username: I

Password: I

v Use multifactor authentication

OTP code; I

Enter the login and password for the profile
Fifv4,

Ok

A

Cancel
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2. Inthe User name field, enter the user’s login.

In the Password field, enter the user's password. Leave this field empty if an OTP only or
Push mode multifactor authentication is used for the connection to the SSL VPN .

4. Select Use multifactor authentication if a multifactor authentication method is used for the
connection to the SSL VPN .

5. Inthe OTP code field (which appears if Use multifactor authentication is selected), enter a
one-time password, unless a Push mode multifactor authentication method has been used
for the connection to the SSL VPN .

6. Click on OK. The SN SSL VPN Client authenticates on the SNS firewall based on the
information entered in the connection window and the profile settings. If the authentication
is unsuccessful, check the connection information, or whether the OTP has expired (if
entered).

Showing the connection information of SSL VPN tunnels
The color of the icon representing the SN SSL VPN Client indicates its connection status.
The SN SSL VPN Client is connected.
Scroll over the icon to show information about the SSL VPN tunnel (user name and address of the

SNS firewall, time at which the connection was set up with the SNS firewall, IP address of the
workstation through the SSL VPN tunnel and number of bytes exchanged).

The SN SSL VPN Client is in the process of connecting.

&l  The SN SSL VPN Client is not connected or a connection attempt failed.

Disconnecting SSL VPN tunnels

1. Right-click on the SN SSL VPN Client 8 icon in the Windows system tray.
2. Click on Stop VPN.

Start VPN

Manual mode

Stop VPN

Address book

v Automatic mode
Open log

About

Exit
B
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Setting up an SSL VPN tunnel with OpenVPN Connect

Connecting SSL VPN tunnels

1. Run the OpenVPN Connect program or application.
2. Forthe desired profile, slide the connection cursor to the right or click on it.
3. If the user's password was not saved, enter it.

— Profiles

DISCONNECTED

[openvpn_client]

Enter password

Profile: Besisisi= [openvpn_client]

Password

4. OpenVPN Connect authenticates on the SNS firewall. Once the connection is set up,
information about the SSL VPN tunnel will appear.

Profiles

COMMECTED

[opervpn_maobile_clisnt 2

COMMECTION STATS

|

L—l—l— .-\.-.u_
EYTES IM BYTES OUT
41B/5 180 B/S

Disconnecting SSL VPN tunnels

Slide the connection cursor to the left or click on it.
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Reading logs

In the SNS firewall's administration interface

Some information can be accessed only if the user has been granted permissions to look up
private data. If you hold this permission or a code to access private data, click on Logs:
restricted access in SNS version 4 or on Restricted access to logs in SNS version 3 in the upper
banner. For further information, refer to the technical note Complying with privacy regulations.

In SNSversion 4.x

* In Monitoring > Logs - Audit logs > VPN, this log shows information relating to the various
types of VPN tunnels (SSL or IPsec]),

* In Monitoring > Monitoring > Users, this log shows events relating in particular to
authentication via SSL VPN tunnels. You can filter the contents of logs by Open VPN
authentication to display them,

* In Monitoring > Monitoring > SSL VPN tunnels, this log shows information regarding the
sessions of users currently connected via SSL VPN tunnels.

In SNSversion 3.x

* In Logs - Audit logs > Views > VPN, this log shows information relating to the various types
of VPN tunnels (SSL or IPsec]),

* In Audit logs > Logs > SSL VPN, this log shows events, i.e., when users authenticate, or
when SSL VPN tunnels are created and deleted,

* In Monitoring > Users, this log shows events relating in particular to authentication via SSL
VPN tunnels. You can filter the contents of logs by Open VPN authentication to display them,

* In Monitoring > SSL VPN tunnels, this log shows information regarding the sessions of
users currently connected via SSL VPN tunnels.

On the SN SSL VPN Client

1. Right-click on the SN SSL VPN Client & icon in the Windows system tray.
2. Click on Logs.

Address book

v Automatic mode

About
E Exit !

On OpenVPN Connect

To read OpenVPN Connect logs, in the profile window, click on the icon in the shape of a
newspaper on the right at the top.
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logFle  ®

CONMECTED
WP il

[openvpn_mobile_client 2|

COMMECTION STATS
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Troubleshooting

In this chapter, you will see some of the issues that occur most frequently when using the SN
SSL VPN Client. If the issue you encounter cannot be found in this chapter, we recommend that
you refer to the Stormshield knowledge base.

The tunnel won’t set up and the message "Connecting to the local service, please wait"
remains displayed.

e Situation: During the attempt to connect to the SSL VPN, the tunnel won’t set up and the
message "Could not connect to firewall: Failed to resolve UTM name" persists.

* C(ause: The connected user is not in the "OpenVPN Administrators” group on the workstation
used.

* Solutions:
© Update SN SSL VPN Client to version 3.2.3.

© Forversions lower than 3.2.3, ensure that the user belongs to the local "OpenVPN
Administrators” group by executing the command net localgroup "OpenVPN
Administrators" in the Windows command prompt. To manually add the user to the
group, run net localgroup "OpenVPN Administrators" "myuser" /add
(replace myuser with the relevant user).

The tunnel won't set up and the message "Could not connect to firewall: Failed to resolve
UTM name" appears.

e Situation: During the attempt to connect to the SSL VPN, the tunnel won’t set up and the
message "Could not connect to firewall: Failed to resolve UTM name" appears.

e (ause: The address entered is incorrect or unreachable.
¢ Solution: Check that the firewall address entered is correct.

The tunnel won’t set up and the message “Login or password incorrect” appears.

* Situation: During the attempt to connect to the SSL VPN, the tunnel won’t set up and the
message "Could not connect to firewall: Failed to resolve UTM name" appears.

* C(Cause: Either the user's password is incorrect or the user does not have sufficient privileges
to authenticate on the SSL VPN.

* Solutions:
© Check that the login and password are correct.

© 0On the SNS firewall, check that the SSL VPN policy has been set to Allow in Configuration
> Users > Access privileges, Default access tab, and that the user or user group in
question is allowed to set up SSL VPN tunnels in Configuration > Users > Access
privileges, Detailed access tab.

The tunnel won't set up and the message "€rror while connecting to the service: Connection
refused” appears.

* Situation: During the attempt to connect to the SSL VPN, the tunnel won’t set up and the
message "Error while connecting to the service: Connection refused” appears.

* (Cause: The Stormshield SSL VPN Service is not running or is not working.

¢ Solution: Check that the Windows Stormshield SSL VPN Service has been started on the
workstation. You can also try to restart the service.
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The tunnel won't set up and logs contain the message "Route: Waiting for TUN/TAP interface
to come up...".

* Situation: During the attempt to connect to the SSL VPN, the tunnel won’t set up and the
message "Error while connecting to the service: Connection refused” appears in logs.

* Cause: An issue with the TAP-Windows Adapter interface prevents the VPN tunnel from
setting up.

* Solution: In the Windows Network and Sharing Center, click on Change adapter settings,
right-click on the TAP-Windows Adapter interface and click on Diagnose.

A corporate resource cannot be accessed over the VPN tunnel

* Situation: The tunnel has been set up, but a corporate resource cannot be accessed.

* C(Cause: Either the firewall’s filter policy is blocking access to this resource or the resource is
no longer accessible. There may also be other causes for this situation.

e Solutions:

©  0On the SNS firewall, ensure that the filter rules enable access to the resource and that
there is no record of any traffic being blocked in the logs (in Monitoring > Logs - Audit
logs > Filtering for SNS 4.x versions or in Audit logs > Logs > Filtering for SNS 3.x
versions),

© Ensure that the requested resource is in fact physically available.
Clear the machine’s ARP cache by typing the command arp -d * in a console.

The VPN tunnel shuts down whenever very large files are sent

* Situation: Whenever a large file is sent, the VPN tunnel shuts down.
* C(Cause: The file sent s too large.

e Solution: Send the file over a protocol, such as FTP, that uses smaller blocks, or set up the
tunnel over UDP.
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Additional information and responses to questions you may have about the SSL VPN are
available in the Stormshield knowledge base (authentication required).
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