
[STORMSHIELD AMBER]

© STORMSHIELD, Page 1

1.  
2.  
3.  
4.  
5.  
6.  
7.  
8.  

HowTo - Setup EntraID with SNS (by GUI) - EN

Configuration cinematics by the administrator of EntraID account authorization to mount VPN SSL tunnels.
SNS Application in EntraID

Creation of the application
Configuration of the SNS application in EntraID
Token Configuration
Creation of the secret

User Association
SNS Configuration

Configuration of the OIDC method for EntraID
Update the OIDC authentication profile

Configuration of Redirect URLs in EntraID
Update the desired redirect URI in the SNS Connector application from the proposed ones
Re-check the SNS configuration

Importing EntraID Security Groups
Configuration of the security group in the UAC to allow SSL VPN

Creation of an authentication rule
Creation of an access rule

Using the SSL VPN Client 5.1

Configuration cinematics by the administrator of EntraID account 
authorization to mount VPN SSL tunnels.
Overall Procedure:

On EntraID, configure the SNS application in EntraID
On EntraID, associate users, including the test user, to a security group that will be authorized for VPNSSL.
On EntraID, export the security groups from EntraID that are relevant to SNS.
On the SNS, configure the OIDC method for EntraID
On the SNS, import the security groups from EntraID
On the SNS, configure the security group in the UAC to authorize VPNSSL.
On the VPNSSL Client, establish the tunnel with a test account
On the SNS, validate the users and VPNSSL tunnels in the monitoring.

SNS Application in EntraID

Creation of the application

Configuration of the SNS application in EntraID

From the administration interface of your EntraID space "Register an application" named " "SNS Connector

with "Redirect URI (optional)" in " " modeWeb

and enter the public URL of the SNS for example:  "  "https://vpnssl.mycompany.com /auth/v1/oidc/token/sslvpn

This procedure describes all the configuration operations to be performed both in EntraID and on the SNS.

However, it is strongly recommended to have prior knowledge of the EntraID solution and the possibilities offered by authentication via an 
"OpenID Connect" application.

All manipulations are to be performed in the 'Identity' section

https://vpnssl.mycompany.com
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Token Configuration

1/ Go to "Application Registration" ; click on "Display all applications in the directory" and select the SNS connector application, then "Token Configuration"
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Token configuration :

2/ Add the optional "preferred_username" claim for the ID Token (  mandatory for SNS)
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3/ For "Add Group Claim", and in the "Edit Group Claim" section, check "Security Groups" with ID on "Group ID".

 Optional for SNS but strongly recommended in order to benefit from UAC/AAC/filtering and authentication policies on security groups.
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 Note that it is possible to limit the groups included in the ID Token to those assigned to the application, but this is subject to a P1 subscription.
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4/ From App registrations  SNS Connector  Overview

Copy the value of "Directory (tenant) ID" to fill in the "IssuerID" in the SNS configuration.
Copy the value of "Application (client) ID" to fill in the "ClientID" in the SNS configuration.
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Creation of the secret

1/ In the "Certificates & Secrets" menu, "Client Secrets" tab, create a "new client secret"
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2/ Copy the secret value to then fill in the "ClientSecret" in the SNS configuration.

User Association

Associating users to a security group that will be authorized for SSL VPN.

1/ Go to "Groups" and create a security group named 'VPNSSL EntraID Users'
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2/ Associate with this group, the users who will be authorized to set up an SSL VPN tunnel (  several methods possible)
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3/ In the "All groups" view, copy the "Object ID" value to enter the group's UID in the SNS configuration.

Assignement des utilisateurs à l'application

Via , it is possible to allow access to the application to all users of the tenant or to limit its Enterprise applications  SNS Connector  Properties
access to a list of users.
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In the case where this option is set to , you must assign the users you want to authorize via Yes Users and groups
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SNS Configuration

Configuration of the OIDC method for EntraID

To do this, you need to copy the following elements from the EntraID configuration (overview, see previous steps):

 It is possible to assign users to the application via their security group, but this option is subject to a P1 subscription.
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TenantID: Directory ID (tenant)
ClientID: Application ID (client)
ClientSecret: Displayed as "Client Secrets"

Update the OIDC authentication profile

In the web administration interface, go to the 'Authentication' panel.

In the 'Activate a method' menu, choose 'OIDC / Entra ID'

Copy the EntraID configuration elements into the assistant.

   Proceed to configure the redirect URLs before finishing the assistant.

Configuration of Redirect URLs in EntraID

Update the desired redirect URI in the SNS Connector application from the proposed ones

1/ Update the existing redirect URI

The "IssuerID" parameter will be built as: " "https://login.microsoftonline.com/$TENANTID/v2.0

The redirect URLs are built from the Captive Portal configuration (System/Configuration -> General Configuration -> Advanced Configuration -> 
Captive Portal)

https://login.microsoftonline.com/$TENANTID/v2.0
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2/ Add if necessary the redirect URI to allow authentication via the SNS captive portal
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3/ On this same page, take the opportunity to check the following configurations:

Ensure that the options  and  are not checked to "Access tokens (used for implicit flows)" "ID tokens (used for implicit and hybrid flows)"
ensure that the application does not use either the implicit flow or the hybrid flow, in accordance with security best practices.
The option " " must be selected. The other options have not been internally Accounts in this organizational directory only (Single tenant)
tested, their operation cannot be guaranteed and they are not officially supported.
The application uses redirect URIs and does not rely on public client flows. The  option must therefore be set to " "."Allow public client flows" No
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Re-check the SNS configuration

If all the  listed by SNS have been entered in the  application on the EntraID side, then no warning will be displayed and the redirect URIs SNS Connector
configuration will be considered valid.

  Finish configuration assistant
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Importing EntraID Security Groups

1/ Creation of an OIDC group corresponding to VPNSSL users

Go to the 'Users' panel and the 'ENTRA ID' tab

Add a security group and apply the configuration

Example :

Name="VPNSSL EntraID Users"
UID="8239ee3f-d506-4caa-9316-0abd9eb610b1" 
Description="Your description for this group"

Configuration of the security group in the UAC to allow SSL VPN

Creation of an authentication rule

The authentication rule must apply to the "out" interfaces to allow access to the captive portal, but also "sslvpn" to allow the establishment of SSL VPN 
tunnels for this type of user.

"Authentication" panel, "Authentication Policy" tab to create a rule based on the OIDC method and apply the configuration.

Example:

Action = Allow
Source = "any@any" 
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Interface = "out, sslvpn"
Method = OIDC

Creation of an access rule

"Access Rights" panel, "Detailed Access" tab to validate or edit the rule allowing VPNSSL access.

Example:

User= "VPNSSL EntraID Users"
Domain = stormshield.onmicrosoft.com
SSL VPN = Allow

Using the SSL VPN Client 5.1

When setting up the gateway (in direct connection or as a registered connection), in "Stormshield" mode, check the box "Log on with single authentication"

The Server field must necessarily specify the FQDN of the SNS that corresponds to the redirect URL previously configured in the SNS and 
EntraID.

In particular, directly entering an IP address of the SNS will return an "internal" error.

http://stormshield.onmicrosoft.com
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